
FnaI Report

k CIVIL DEFENSE COMMUNICATIONS;

A Methodology for Dete -nining- Requirements
S for Count', c2-te

Prepared for:

OFFICE OF CIVIL DEFENSE
OFFICE OF THE SECRETARY C' THE ARMY
WASHINGTON, DC,

September 1968

Work Unit 2211C

Contract No. DAHC 20-67-C-01 36 ~ ? ~

This document has been approved for public
release and sale; its distribution is unlimited

STANFORD ItEKEARCH INSTITUTE6M E NLO PARK, CALIFORNIA



September 1903

Final Report

CIVIL DEFENSE COMMUNICATIONS:

A Methodcology for Determining Requiremnents
for County and State

DETACHABLE SUMMARY

P"repared for:

OFFICE OF CIVIL DEFENSE
OFFICE OF THE SECRETARY OF THE ARMY
WASHINGTON, D.C.

By:

Albert J. Mandelbaoim
Thomas W. Cook

Work Unit 2211C
Contract No. DAHC 20-67'-C-0136

SRI Project- No. 6300-230

0',D Review Notice

Thk rtF)Ort has bieen ieviev ed by the O:ffic~e of Civ il Defense
and approved for publi cati on Approval does riot sic'ni fy that
thec orte n fs necessaily1) ref lect the views :rsd Pal ;ci of the
Offi ce of GCVMI Prefellse

This documnent has beenr approved for public
rpeese and sale; its distribution is unlimited



DETACHABLE SUNIMhARY

A ma'or obJective of this study was to develop-I a mf!hed',,.ogy for

determining the communications requiremerts to support tha civil defense

(CD) operations of a county and state. This includes as well t.'Ie CD

cudiunicatinns requirements for the state ClD subdivision.. e.g., a state

mutual aid area. Communicationa requirements -Rere defined tf; include

circuits, equipments, and networks; and pollcies, plFAas and operating

procedures pertaining to the cummunicat ions sub-sv steri ext'anding from

the Emergency Operations Centers (EOCs) of these governmenta', kovels to

higher. subordinate and lateral EOCs, and to CD--supporting agencies.

The determination of circuit and asso,2iated materiel req, irecmnents

as developed in this study dep id upon the potential threat , the exisi.1ng

and planned CD organization, concept of CD operations, and emergency CD

plans and operating procedures; and upoit the co~mmunicationls rneedlines*

structure, grac~es of communication service -selected, existing reso-rce--S,

and the added requirements for improved system survivability.

A seven step procedure for determining the circuit and materiel re-

quirements; preparation of associated communications plans and procedures;

and the formulation of an implementation program, is preseoted in this

report, A check list is included to assure that1- no steps; at ? overlooked.

Certain basic principles and considerations are prcesented pertaining

to the determination of essential communications rqler+,maximum

use rof existing resources, advanced planning, Joint planrling with the

telephone company and other commerf-tal or public utility, organizaticas

that have communications resjurces, grades of service Inplications, pro--

gram management, and the need for determining communications requirements

of the various governmental echelons on a case-by-case basis.

*A "needline" is defined as a requirement for a communicatIon rhannei

or linkage between any two CD elements or node!; (among agencies, 1,a-

cilties and key individuals) that mu-d communicate withi one anoilx'r

to effect dire.tion and control and coordination of civil. defense

operations, and to forward civil defense in .elligence and other es-,

sential information, The needline does riot specify the means, mode,

numbers of circuits or techniques of communications for this.
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ABSTRACT

A step-by-step pIcPdure is presented for determining the communi-

cations requirements to support the civil defense (CD) operations of a

county, state subdivision, and a state. Communications r-quirements

include landline and radio ii'cuits, networks and equipments, and the

complementary polici±-,s, plans, and operating procedures pertaining to

the communications systems and linkages that extend from Emergency Oper-

ations Centers (EOCs) of these governmental entities tc, igher, subordi-

nate and lateral EOCs and to associated CD-supporting agencies. This

procedure or methodclogy considers the potential threat, the civil defense

organization and concept of operations, the roles and responsibillties of

participating agencies, and existing communications resources. It in-

cludes a "needlines' development, traffic analyses, system survivability

assessments, and the determination of :ircuit rr-"irenents based o the

grade of communications service selected. Guidance is furnis"Ied in the

report ior Lhc- ircparation o! tnt eSS;1 -, .. , ±,i f-nc

communications plans.
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I INTRODUCTION

13ackground

The mcthodolopv presented ht-re is a continuation of that given in

reference 4* which depicted a step by step procedure and rationale for

determining the civil defense (CD) communications requirementst of a com-

munity. This methodology is based on the research, findings, and conclu-

sions contained in Civil Defense Communications: Requirements for Com-

munity, County and State; Mandelbaum and Cook, Stanford Research Institute,

September 1968 (OUO).

Objectives and Scope

The objectives and scope of this study are extracted from that stated

in Sections I and IV of the study named above and are quoted as follows:

"Objectives

1) Complete the dovelopment of a procedural manual for detemin-

ing quantitative communication requirements of state and local

enmergency organizations prior tu, during, and after eorgenci.'."

Scop'

1' Based on established ei,.,rgencv operations fun Cti ns ad

earlier work, define com muni cations traffic anO circuit requir-

men t s (ot state and local civil dotense organization.-, is a func-

tion ot time, numbers and kinds of messages, their length,

FreqeL'nt -tent ion is made in this test to refertnce I: "Civil [ct tens,

(Cimunicat tons: A Methodologv for iOeternnitnng Requlr'ments of a
CorTPmunIty," SRI, August 1967. See list of References in Volume I.
As us.' In this repor , COumUnicat iOnS rqli retnts include matt-rtel

Circutts, equipments, and facilities : doctri n concept of opertlon:. ,

policite , pl ans and o-,erating proce lures, anid personnel re quirvmcts.



priority and other characteristics ...... Develop a planning

guide for communications for states . . . for various attack and

time phases."

Briefly, this volume covers the procedure for determining the CD

communications requirements of a county (operational area) and of a state

and its major subdivisions. It is similar in form and treatment to refer-

ence 4 which covered the CD communications requirements of a community.

The California Disaster Plan, the basic erergency operitions plan of
I'

the state, describes an "operational area as v state CD agency embracing

the county and the municipalities in the county, for assuring coordination

and mutual aid operations. Essentially, the 'operational area" staff and

roles are those of the county; accordingly, the provisions of this method-

ology for the county will be equally applicable to the "operational area."

The "Concept of Operations Under Nuclear Attack" (FCD( Part G, Ch. 1,

App. 1) defines "operating zones" principally on the basis of geographic

area and to a lesser degree, population density. These zoties can include

all or portions of communities and counties thaft have an E(C and a zone

controller who is charged with CD responsibilities. The provisions of this

methodology for the county are similarly applicable to the "operating

zone" where it has an OC and CD missions, roles, and resprnsibilities

equivalent to those of the county.

The state CD organization may contain sevral subdivifions, each of

which encompasses a designated number of counties, to facilitate operational

direction and control and mutual aid. For example, the CD organization of

the State of California includes six mutual aid regions, et ch of which in-

cludes a certain number of the 58 counties in the state. These mutual aid

regions have EOCs and staff organizations similar to those of the state CD

organization. Their CD operational roles are also similar to the CD role of

the state. Accordingly, the following methodology for determining the CD

communications requirements of a state is equa ly applicable to the CD

subdivisions of the state.
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This report presents the procedure for any county or state in develop-

ing, costing, and programming the CD communications requirements that would

be generated b% the threat, as well as by the direct and subseque.L fallout

effects of a nuclear attack.

Method of Approach

The approach used in this text consists of a series of consecutive

steps indicated in Figure 1. The steps are covered in detail in subsequent

paragraphs. A check list covering these steps is giveninAppendix A at the

end of this volume.

The general approach to determine CD communications requirements of

the county and state was derived from the study and analysis of these re-

quirements for the County of Santa Clara, California, the state of California,

and California Mutual Aid Region Ii. An assumed nuclear attack pattern was

used as a situation model. Consideration in the study was given to the many

variations among counties and states in such factors as geographic size,

population, number and sizes of counties and incorporated municipalities,*

threat, emphasis on CD matters, CD organizations, concepts of operationE,

supporting departments and agencies, and communications resources.

* Incorporated municipalities, cities, and towns art synonomous and are

used interchangeably in this study. Unincorporat( I municipalities and
rural :;.reas are so stated.

3



F!GJRE 1

STEPS IN DETERMINING CIVIL DEFENSE COMMU'IC.ATIONS
REQUIREMENTS FOR A COMMUNITY, COUNTY, OR STATE

REVIEW POTENTIAL THREAT

REVIEW CONCEPT OF OPERATIONS;
CD ORGANIZATION AND DISPOSITIONS;

CD PLANS AND SOP's

EVIEW EXISTING COMMUNICATIO
PLANS, POLICIcS, AND PROCEDI URES; I

I DERIVE COMMUNICATIONS NEEDLINESI

HESIGATE COMMUNICATIONS
RESORCES ASSESS VULNERABILITY

DERIVE CIRCUIT AND EJIrMEi,- REQUIREMEF'S

A. Formulate basic needllne structure to support CD organizotion and operotions.
B. Determine numbers and types of circuits, based on

(1) needlir,: structure
(2) grade of communicatiois ;erv ce required

(3) increased system survivability
C. Determine numbers and types of communications circuits and equipment required.

'iI

PREPARF COMMUNiCATIONS
PLANS AND PROCEDURES ]

DEVELOP IMPLEMENTATION PROGRAM j
A "neculine" is defined as a requirement for a communicutions channel or linkage
between any two CD elements or nodes (arnong agencies, facilities, or key individuals)
that must communicate with one another to effect direction and control and coordination

of CD operations, arid to forward CD intelligence and other essential irformation. The
needline does not specify the means, mode, numbers of circuits, or techniques of
communications for this channel (or channels).



11 GKNEYAL CONSIDERATIONS

Basic Assumption--

The determination of requirements is based upon the following assump-

I. SUIfICIE'lt circuitS ...tll be provideC to assure timelv handling

of peak loads cf the highest precedlince traffic within prescribed

gradesi of qervice (i.e., within acceptable time delays).

2. rhe circuitry th-at is adequate to handle peak loads of high prece-

dene traffic will also handle low precedence traffic .tht

undue delay.

3. .; icut' ill bc at least as survivable as thc facilities

served.

41. The emergency communicat ions system %%ill be desiga.ed to cope

with the maximum loads of essenti-il traffic generated under the

w?%orst case" situations. The worst case situiation occurs when

th - maximrum amount of high precedence traffic is generated at any

one time or period by the manximuim number of subord-iate elements.

For example, a worst case situation would occur in a county ;,hen all

its municipalitics were affected by blast damage, fire, and tallcut atl the

same time -- and 1NUDET, damaage and casualty, PADEF, or request for aid

messages 'xere filed by all simultaneously.

B~asic Principles

The following c:onsiderations and nrinciples which affect communication

requirements ave applicable:

1. To the practical maximum, operating departments or agencies of

government will perform assigiued emergencyv ictivities similar to

hose ti ev normally perform in peacetime, Emergency operations

will be carried out principally at the locial level (FCDG Ch. A-2,

p. 6) . Mutual aid and coordination of operations will be conducted

at state and state subdivision levels.
5



2. Maximum use should be made of existing communications resources

in planning for CD communications. Aav required additions should

be inrorporated i co the peacetime system and usvu to the mayimbn

for normal daily operations. This procedure will ensure the avail-

ability and readiness of a CD communications system in the event

of an emergency. The structure and operating procedures of the

CD communications system should be similar, insofar as practica-

ble, to those established for the normal peacetime use of the

communication resources concerned.

3. A basic CD organization, concept of operations, and an operations

plan developed by the county and state are essential to, and must

be developed in advance of, the determi.nation of communications

requirements. These must be developed well in advance of any

emergency,

4. TILe funding support for CD capabilities and facilities (including

communicacions) will vary appreciably with the potential threat

and the financial ability of the county and state concerned. In

the continued absence of grave international tension and immediate

~threats of nuclear attack, the allocations of funds at the federal,

state, and local levels will become increasingly limited. Accord-

ingly, plans for CD communications systems shoull be developed

from an austere viewpoint.

5. The mo st important factor in determining the number of circuit

terminals in each element (node) of the CD organi7ation is the

commrind decision (by the executive authorities and as recommended

by the admin.tstrative and CD authorities) concerning the desired

grade of communication service required during an emergency sit-

uation.

6. The number of incorporated communities and CD supporting agencies

in the ccanty, counties in a state subdivi.iion, and number of

state subdivisions as well as the needlines among these nodes,

are central in the communications.

i6



II GENERAL CONSIDERLATIONS

Basic Assumptions

The determination of requirements is based upon the following assump-

tions:

1. Sufficient rCu iJtS will be provided to assure timely handling

of peak loads o~f the highest precedence traffic within prescribed

grades of service (i.e., within acceptable time delays).

2. The circuitry that is adequate to handle peak loads of high prece-

dence traffic will also handle low precedence traffic without

undue delay.

3. The circuitry ";ill be at least as survivable as the facilities

served.

4. The emergency communications system will be designed to cope

with the maximum loads of essential traffic generated under the

"worst case" situatio- The worst case situation occurs when

the maximum amount of high precedence traffic is generated at anly

one time or period by the maximum number of subordinate elements.

For example, a worst case situation would occur in a county when all

its municipalities were affected by blast damage, fire, and fallout at the

same time -- and INUDET, damage and casualty, RADEF. or request for aid

messages were filed by all simultaneously.

Basic Principles

'fhe following considerations and principles which affect communication

requiements are upplicable:

1. To the practical. maximum, operating depar',,ments or agencies of

government will perform assigned emergency activities similar to

those they normally perform in peacetime. Emergency operations

will be carried out principally at the local level (FCDG Ch. A-2,

p). 6). Mutual aid and coordination of operations will be conducted

at state and state subdivision levels.

m5



2. Maximum use should be made of existing comunications resources

in planning for CD communications. Any required addit:tons should

be incorporated into the peacetime system and used to the inaximum

for normal daily operations. This procedure will ensure the avail-

ability and readiness of a CD communications system in the7 event

of ar emergency. The structure and operating procedures of tile

CD communications system should be similar, insofar as practica-

ble, to those established for the normal peacetime use oi the

communication resources concerned.

3. A basic CD organization, concept of operations, and an cperations

plan developed by the county and state are essential to, and must

be developed in advance of, the determination of communications

requirements. These must be developed well in advance of any

emergency.

4. The funding support for CD capabilities and facilities (including

communications) will vary app,.eciably with the potential threat

and the financial ability of the county and state concerned, In

the continued absence of grave international tension and immediate

threats of nuclear attack, the allocations of funds at the federal.,

state, and local levels will become increasingly limited,. Accord-

ingly, plans for CD communications systems should be developed

from an austere viewpoint.

5. The most important factor in determining the num' - of circuit

terminals in each e.L ment (node) of the CD organization is the

command decisi-n (by the executive authorities and as recommended

by the administrative and '. authorities) concerning the desired

grade of communication service required during an emergency sit-

uat ion.

6. The number of inco )rated communities and CD suppOrting agencies

in the county, counties in a state subdivision, and number of"

state subdivisions as well as the needlines among these nodes,

are central in the c(oi,,uncations.
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7. Normally, the communications facilities devoted to Public Safety

or EmerFncv Services (fire, police, engineering, transportation,

ambulance, etc.) will not be diverted for other functional puz

poses--except for the transmission of FLASH emetgency messages--

if other mneans are availablu. These facilities may be used

as a backup means of communication if the primary means fails.

The veilicles associated with such nets may be deployed for emer-

gency linkage during intensive fallout radiation and especially

if such commr unication can be conducted by remote control from

inside adjacent protected EOCs or shelters.

8. The CD communications requirements oi a county can be divided into

three option categories that vary in the elaborateness of the

services and equipment provided. These categories are generally:

(a) a basic minimum set of requirements--the absolute minimum

irrespective of grade of service, (b) requirements necessary to

provide an "intermediate" grade of service (maximum delay time

of 2 min 24 sec for the transmission of FLASH emergency messages),

and (c) requirements necessary to provide an "optimum" grade of

service (naximur. delay time of 1 min 12 sec for transmission of

FLASH emergency messages.) Choices among these options are i'ade

by comtmand decision, taking into account the existing communi'a-

tions resources, the costs of providing the various grades of

service, and the availability of funds for civil defense. Options

above the minimum requirements of the state are also available.

9. Joint planning with the local and statewide telephone company,

public utiliti es companies, and other CD-.Support ing agen-

ci s is necessary to assure timely availability and maintenance

of emergency communications. Communicationt planiing and provision

i7



of resources and capabilities to support civil defense must be

undertaken in peacetime; it may be too late when international

tension begins to increase or hostilities are imminent.

10. The responsibility for the design of the CD communications sys-

tem and the development of appropriate implementation programs

should be assigned to a Director for Communications, an indivi

dual having a comprehensive background in telcoommunications- -

preferably a full-time civil service employee in the county or

state concerned. He should be furnished adequate and qualified

staff support to conduct the necessary inventories, reviews and

estimates, and to prepare appropriate requirements programs and

associated operational plans and procedures.

11. Because of the innumerable variations in counties and states--

including geographic size, terrain configuration, population dis-

tribiltins; n-'.iber of inco-porated cities, counties, s.:burban

and rural areas; proximity to strategic targets; emphasis on civil

defense, CD org'ini.ations and facilities; assigned emergency roles

and functions; and communication resources--it i. impracticable

Lo prescribe a standard CD conununications syslem for each. The

communications requirements must be determined on a case-by-case

basis. The procedure given he c for determining these require-

ments is based on this approach.

T



III PROCEDUR~E FOR DETERMINING COMMUNICATIONS REQUIREMENTS

The steps to be taken in determining CD communications requirements

for a county and stat~e are as follows.

Step 1: Review the Potential Threat

The county or state under consideration should determine its proxim-

ity with respect to strategic areas or potential point targets of an enenly

nuclear attack. The threat nay consist of (a) the direct effects of a nu-

clear burst (blast, fire, initial radiation), (b) radioactive fallout from

the target area, or (c) the combined effects off both. State or federal

CD) and military agencies can help to assess the magnitude of the potential

threat. T1his assessment will provide a basis for emphasizing and develop-

ing a CD posture and concept of operations.

Step 2: Review the Civil iOefense Organization and Concept of Operations

The planned emergeticY structure for c.ii defense should be reviewed

in detail, covering:

a. Organizat ion

(1) official leg ,slaI ion authorizing thlt CD Str",lCtUre; setting

forthl CI) emergency objecti~ves and pol i cies; and assigning

overall peace time and emergency responisit-,ilit les for CD

planniing, implementation, anid operations.

(2 ) 111 pea(e t i'11 CI)og i7 o includinig thet- roles and re-

s'lcniibil ities of the senior CDI official, the size anid

;Omposit ion of his stnff, and the peacetimne location of

hi; ffice-'S and facilities.

V or the purposes of this tex.., the titles se-Ior CD) offi~cial , Director
fo01 Civ il Def, ens e, or ('D) toor-d intiaor are s vinonornous anid ma v bu u <;vdin
Ic rchingea hlYr



(3) The emergency CD organization, including:

(a) The organization, roles, and responsibilities of thle

Director for Civil Defense and the Emergency Council

(if any), and their em~ergency locations--e.g., the

EOC and alternate EOC.

(b) The organiza ion, roles, and responsibilities of the

various staff' sectiuii, 6 clements assigned to asFist

the Director for Civil Defense; and the floor plan of

the locations uf these staff sections in the EOCs, or

elsewhere.

(c) The Emergency Public Safety and Service, organization

(fire, nolice, engineering, medical, etc.) and he as-

signed ro'es and responsibilities of each service; the

hierarchical organization of each Emergency Service,

including the rcLes and locations of subordinate eche-

lons, un.ts, or teams, and the territorial jurisdic-

ion of the subordinate echelons, ais applicalde.

()The locatlions of the EO('s of the inicorporatJ muii-

palities, autonIomous areas (state Universities, fcdera'.

or state hospital complexes, federal reservations, etc,),

nil i tur bases, and state agencies or subdivlisions lo-

cated in thc couty arid stale subdivisions. the lockl-

ioso 'OCs of the countv, state, and subiNI%_is ons

p (e) Trhe roles and rf-sponisibi I t ies of (1)-supporting agencies

their (1) organization; and the locationsi of thir stal"

elements, teams, and energotncN operatIi ng offIices. EX -

amples of CD-supporting agencies at the 'oca 1 tele-

phone companv, pub1I it Iilit ics tcor)p.II l-S. lar1ge 'I

dustrial plants, taxicab anid other tratisportat ioo

ccmtpanies, Ped Cross, Salvat iwi Arms, and other 'oj-

teer Agencies or group , mllittirv rdia ,r anid in-

sal lat ions. )

10(



(f) The direction and control structure, indica ing th(

channels for direction and contiol and coor inatio

among Civil Defense Directors ard CD staffs including:

* Federal, state, state subdivision, and c unty CI)

Directors, their EOCs, and pertinent CD- upporting

agencies.

" Access to the Emergency BroaCcast System (EBS) by

state and subdivisions and a(cess by the county to

EBS stations and other radio and 1W bron cast sta-

tions in the county,

" CD-supporting agencies in the state, sub ivisiou,

and county.

* Operations centers for the Er.ergelcy Sur ices (Of

not in the EOC) and the emergency struct re of I iese

services down to subordinate cchc ons, un ts, and teams.

b. Concept of Operations

(1) The published or unpublished official basi:- CD co cept--v .iich

may be mass evacuation of segments of the ')opulat on, us(

of public fallout shelters, use of private (exped ent) hc.ie

shelters, or a combination of these.

(2) Basic operations plans and annexes, policies, and Irocedu -es

published by the state and county to indicate the ictivit 's,

functions, and operations to be conducted ')y the krious :!

organizational elements during the preattack, pos Attack,

and recovery phases. This includes SOPs for Incr asea Re .di-

ness Conditions,

(3) The current status of CI) programs, ,ncluding planned augmen-

tntions of CD capabilities and facilities (1mOCs, ctc.),

* Descriptions of increasad readiness actions are given ii Par G. C'pt. 5,

I;CDG, July 1957.

1I



*(4) Actual liaison and coordination between the CD staff and

subordinate government departments; adiacent county, state,

and federal CD agencie; or Installations, privately owned

CD-supporting companies; and volunteer organizations.

(5) The status of CD indoctrination of the public and the re-

sults of any CD exernises conducted to date in the coLUrAt

or state.

Step 3: Review Communications Doctrine and Develop Needlines Structure

a. Doctrine

A review is made of:

(1) The communicatinns sections or annex to tne basic countv or

state CD opt rat ions plani, or -'cpai'atu CD I) ;ol I .''. r>

(2) Peacetime and planned emergency communications concepts and

procedures (SOPs) including methods contemplated for message

preparation and transmission (rtvoor verbal), use of

operators and a message center in the X)C: use of formatted

messages and procedences; use of procvduira. and technical

t-affic controls: pre-emption authorizattons; and other

i tens.

*Note. If no eonergencv co.mziunl-cations vlan or S00%, ex_ts

will tio neces-sa rv to dtvei op t ht-s; In the pr ,cS-s of ltt.n-

og -,.run t attons reoIrcw .t otnts arni

t~mtoff Emrgonc'. Comnicat tons Plans sn1 1)P are gtvvn 1to

A p pn d c- s B anEjd C nespv ct k~e I Sf tovt- I vnc a nd r It v r -

vnr ' And 6

A It&bulatton is% made o f tht, oprat ions!ag e tct :v f it1 .1 iIIt', or k to

div iduata vho Muqt cmuicate witI, cne anothr'r to, AccorqtI i shin. tit1 .A) ris

gion of the countr- , statte suatt1on d xtatr

Extup~e's of (") nefd ie nta hu 1st 100% arie git~ I.- Tables i .,and, 3

for Santa Clura Gount', Mutual Aid 11-oDIi and the at of a f'rl,

xvs!'.c t iye ly . The y am, hac- on t fh' CD) orga i ri "I r;,,n

dlapKsation, and dirvct ion and co~ntr-,ol and roriu o:t' ~l saishvd

for !he pa.rticitlating departawntg. svr ,Ice!4, e*%. aroltn
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Step 4: Investigate the Existing Communications Resources and Assess
their Vulnerability to Nuclear Attack

a. Existing Communications Resources

The existing communications resources of the county and state should

be reviewed, particularly the communications planned for (1) the EOC,

(2) operating departments or emergency services, (3) coordination with

higher and subodinate headquarters and adjacent states and counties,

(4) special functions, such as warning (intercity and intracity circuitry),

and (5) access to or connection with the EBS network. From this review

the vulnerability of these resources to a nearby nuclear attack should be

estimated. The resources review should cover the following:

(1) Materiel Resources

(a) Radio Systems

Identify by name (department or service served) base

station call signs, locations, output power or areas

of coverages, frequencies number of channels, modes

of operation, and number of mobil vehicles:

State and county owned radio systems and networks

(e.g., fire, police, public works, ckvll gcvernment).

Privately owned radio systems of CD-supporting com-

panies (e.g., telephone company, public uttlities,

ambulince, railroad, avat:on, taxicab, other

transportation ser\ices) in the state and county.

Radio links from the state, state subdivision, or

county EX' to higher headquarters, adiacent state

and county EOCs, state and local serv'ice agenc, is

(e.g., state polic,, interouty fire, forcstr% serv-

ice nets, etc.). Determine )f stale and county

vehicles can saitch to and communicate on couit ,

special region, state, or national frequencies.
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" Emergency RACES radio systems and equipment espe

cially provided for CD use, and general incidence

and availability of a~nateur or citizens band radio

stations.

" Radio broadcast and television facilities in the

state or county (including EI3S networks access as

well as the designated primary and alternate EBS

stations); location of transmitters and studios;

frequency allocations or channel assignments; out-

put power day and night; keyinig lines.

" Assess the vulnerability to blast damage of trans-

mitter antennas, buildings, access wire lines or

radio links, and emergency power resources of these

facilities, and determine increased survivability

requirements, ei.g. , hardening, buria), or increased

guyig.

(b) Telephone System and Circuitry

*Locations of telephone exchanges serving CD) facili-

ties (FOCs): and the vulnerabilitY of such telepnione

exchanges to nuiclear attack.

*Telephone Company (Telco) outs ide planit dist ribu-

ion (overhead and buried) to (P facillIies anid

st irates of its vulnerabi lityv.

*Types and rout ing of toll, circuits to higher head-

quarterc; and Ft.)Cs of adjaceut count iv, ivai1lahi lit V

01 alternat ive routinugs of t hese circuits; and es-

1.imter5 of system SLuryViVJU!it% 11 ieVV0nt o0Itcla

at tack..

*Ide-.ti1ficittion anid (Sirvct or (inuin g t elephone

numhers) of the cxi sI ing telephone servi ce to per-

tircuit CD) or CD)--supportnz iunjs a ll-it ions of the

5tlt 5 b~t'ci jol-~or, coun)t
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I.MI

* Plans for emergency line-load control operations;

and criteria or lists of certain lines to CD agencies

and CD-supporting agencies, elements and installa-

tions, included in the "essential" category.

* Emergency switchoards and telephone terminals in, and

trunks to, the various EOCs.

Existing or planned private lines from the EOCs to

various CD installations, CD-supporting facilities,

and key individuals to meet emergency requirements,

(c) Special Piovisions for Communications

Emergency standby power. Determine the exi .tence

and location of backup power units and fuel to fui-

nish emergency electrical power in the event of

commercial power failure at the various CD instaila--

tions. Estimate length of time that these units

can piovide power for extended in-shelter periods.

Antennas. Determine the existence or availabilitv

of emergency antennas for radio sets (to repla e

a,itennas that may be damiged bY blast), and L-il-I

ate the vulnerability of the existing antenna ;vs-

tems.

Special equipment. Determine the existence or avail-

ability of (1) remote-control %ire or radio means

for operating mobile radio units 'uhich mav be lo-

cated adjacent to shelters during the in-shelter

phase), and (2) havixoe-talkies or o>ther equipmcnt

that might be used for communica ions between shel-

tered CD structures and spe'inl (iergenc' team.4.
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(2) Personnel Resources

..eview the planned sources and availability of co nunications

personnel (county employees, private company pers nnel, indi-

vidual volunteers, citizens band, and amateur lic ased radio

operators); their intended CD assignments (if any as well

as their level of training in CD communications c 3rations,

and availability for employment as emergency comm iications

personnel. The files of the local FCC office she Id indi-

cate the names and locations of licensed radio op rators re-

siding in the county.

b. Communications Plans and Programs

(I) Determine the designation and assignment of the emergency

Director of Communications, his role, and responsibilities

in normal peacetime and in emergencies. His responsibilities

for peacetime and emergency communications planning, prepara-

tion of implementation programs and operating procedures

should be ascertained, as well as his emerg- y location

(e.g., EOC) and staff organization there.

(2) Review the published SOPs for communication. noting the

use of written messages, approved message f( mats, message

precedence allocations, user restrictions, r .-ssage routing

restrictions, modes (voice or teletype), brt",ity codes and

prosigns, circuit restoration priorities, normal o-igin

pcints, and message routing for various types of unctional

messages (NUDET. RADEF, emergency messages, etc.,

(3) Determine the degree of coordination with the te' phone com-

pany and other CD-supporting agencies. Discussi is should

Coordination with, and assistance from, the telephone compa. is es:;en-

tial in developing damage estimates. This includes geieral timatvs of

damage to telephone central office buildings and equipient ,'arious

blast overpressure levels; radiation protection factor-, for "sonnel in

these buildings: and effects, if any, of the thermal pilse iltin,:

fre njeairby nuclear detonations. An example of the as:essm of do"nagc

to the local telephone s;ystcm is given in Reference 3.
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be held with the pertinent CD Direc or, operatng depart-

mental heads, representatives of ti local or .;tate tele-

phone company, public utilities coi ;anies, Industrial Advis-

ory Committees and EBS stations, ait other CD-Supporting

agencies--to determine prior arrani ments for, ur status of,

coordination and joint emergency c(. unication planning.

(4) Determine the degree of financial t:d procuremont support

that can be expected for the overa i CD progran as well as

the proportionate allocations for ( ) communica-:ions. Past,

current, and planned local, state, ind federal fiscal support

for procurement of CD communicatioi, equipment, the leasing

of circuits, and the compensation employees engaged to

CD wnrk should be reviewed. This view will provide a basis

for estimating the probable future ivailabilit. of funds for

program support and phasing.

(5) Review current planning and progratr for augmeitation of civil

defense communications systems.

c. Inspection and Rexiew

It is importrnt that first-hand observa, nns be mad- of communi-

cations installations and facilities. The pract: ability oi achieving

communications should be verified in the EOCs an( ither CD-sipporting in-

stallations. The following include the observatt.As that sh,)uld be made:

(1) Within the installation, note and test the foilowing:

The existence and operability of the telepo ne and tele-

type switchboards and common-user or privac-line ele-

phone and teletype terminals. The operabil ty of ermi-

nals of state or county owned radio stetion, or tte keying

of lines to such radio terminals if remote rom th in-

stallation. This includes radio and wire lnks fri m the

EOC to emergency centers of operating departments !nd

public safety services if not located in the. EOC.

22



* The reception of the EBS station(s) by battery-powered

transistor broadcast receivers.

* The operability of the RACES radio sets and the quality

of reception and transmission between the installation

end its next higher or subordinate headquarters. Test

particularly the communications among the E(Xs using the

assigned RACES sets.

* The communications handie-talkies available In EOCs

and those on the outside--for the quality of communica-

tions between the EOC and nearby rvdio-cquipped vehicles

(fire, police, etc.).

The remote control of radio sets mounted in vehicles stR-

tioned outside the EOC (if remote-control capabilities

are provided).

(2) Within each pertinent EOC, note, test, and diagram (where

applicable) the following:

The number and location of telephone and radio terminals

in the EOC with respect to the location of the CD Director,

staff sections, message center, and communications termi-

nals, and Emergency Services and CD-supporting agencies

representatives.

" The capacity and type of emergency switchboard.

* The planned number, availability, and the preassignnents

of communications operators.

* Number of private lines from the EOC or eme, gncy svitch

board to other installations an:] indiviiual. the number

of common user trunks to Telco -!entr. l off ic s and county

or state administrative (noneme,'genc.) switchboards; and

See "Directional and Control for Civil Defense Emeigency Operatiors"

McGee and Preisser, SRI, March 1966, for in- rmati 'r concerning
the organization, operations, and personnel requireients for message

center operationt within the EOC and other .,eadquarters echelons.
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the number and types of circuits to be called up in

emergencies.

0fhe location and type of facilities for communicating

with operating departments or public safety operations

centers (fire, police, public works, and other state or

county owned base radio stations and with radio-equipped

vehi cles).

* Facilities for communicating with higher and subordinate

EOCs, the EBS network or station, and CD-supporting emer-

gency service points (for example, the telephone company's

emq "gency service center, and public utilities' emergency

repair offices).

Si.:e emergency iocation of the operating departments or

echelons, emergency services chiefs and their staffs, if

not located in the EOC; arid the availability of telephone

and/or radio circuits to their emergency offices.

* The emergency telephone directory for the EOC and for

calls to other CD installations.

d. Syster Issessnent

It is noted that Cornell Aeronautical Laboratory Leport, Cal No. VP-

2269-H-5, entitled "Communications Researc. Study (Methods of '.

Final Report" dated May 1967 piesents a method for making an initial

evaluation of comma id and control communications at the locr2i C) ",vel by

engineering analysts. The steps in the analysis cinsist of data collection

for system definition, identification and analyses of requirements, an as-

sessment of attack damage to the system, and an engineering analysis to

evaluate the effectiveness and identify major system weaknesse". The appli--

cation of the above method to the county communications system under con-

sideration is most appropriate at this point, to assure adequate data col-

lez-ion and determination of requirements.
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Step 5: Derive the Materiel Requirements for the CD Communications Systems

The derivation of materiel requirements for the county, the state, and

state subdivisions is covered in separate subset ions below: These take into

account (a) requirements for communications systems and component subsystems

to support the CD concept of operations anJ CD organization, (b) requirements

for sstem survivability, and (c) grade of communications service desired.

Option levels for requirements, (i.e., basic, intermediate, and optimum) to-

gether witn supplementary facilities and services are also considered.

a. County Communications Materiel Requirements

(1) Concept of Operations and Organization

The following illustrate requirements based on two general

concepts -f operation for civil defense:

Case 1. If the concept of operations is total mass evacua-

tion from the county on receipt of warning, the only communi-

cations subsystems required are:

(a) Circuits from warning points of higher headquarters

systems (state, federal) to a lesignated reception

point, (e.g., the county EOC), and intracity links from

this reception point to EOCs of municipalities and

rural points in the county.

(b) The existing public safety and services networks (e.g,

police, fire, public work, public utilities, and civic

transportation radio nets) for guiding and assisting

in the evacuation of people to other areas.

(c) Linkage from the county EOC to the EBS station.

(d) Linkage from the county EOC to the state CD subdivision

(if' manned EOC remains in the county after mass evacua-

tioi).

* Materiel requirements include circuits, equipments, and facilities.
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Note: The mass evacuation of a county's population as a

concept of operations upon receipt of an extreme emergency

warning is considered unlikely.

Case 2. If the CD concept of operation is based primarily

on the use of public and home shelters (and no mass evacua-

tion), the following subsystems will be required:

(a) Circuits from warning points of higher headquarters sys-

tems (state, federal) to the county EOC, and links to

the EOCs of municipalities and to selected rural points.

(b) A communications system comprising telephone and RACES

radio subsystems from the county EOC to municipality

EOCs, state region EOC, adjacent county EOCs, to the

alternate county EOC (if any), and to nearby military

headquarters.

(c) Emergency Services (police, fire, public works, trans-

portation, medical and ambulance) radio networks.

(d) Links from the EOC to emergency operating centers of

CD-supporting agencies--i.e., the telephone company,

public utilities, ambulance companies, taxicab compan-

ies, and other designated commercial companies employ-

ing fixed base and vehicular radio systems.

(e) Wire and radio backup links from the EOC to the EBS

station and other radio and T' stations in the county.

The provision of public shelters versus the use of home shelters (delib-

erate or expedient) are generally matters of municnal jursidiction and
decision. The county (in California) has a mutual aid coordinating role,

and cannot direct the peacetime construction of public or private shelters

in the communities. However. the county must be prepared to arrange for

the relocation of segments of '.he population that may be seriously threat-

ened by fire or other imminent disaster, and attempt to find alternate

shelter, by coordination with its communities, adjacent counties, or state

CD subdivision headquarters, if the level of rad atiun permits such move-

ment.
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(f) Wire or radio links to state agencies in the county

which have CD functionE.

(g) Aug j.ntation in the communications facilities and equip-

ment to increase system survivability against nuclear

effects.

Note: The needlines given in Step 3 indicate the elements

(nodes which must bc connected),

(2) Survivability Requirements

Because of the vulnerability of communications installations

to the effects of nuclear blast, thermal pulse, and radiation

(initial and fallout), additional facilities are required to

assure continuity of communications. These include (1) the

provision of backup means of communications (e.g., RACES

radio nets; and redundancy a:-d alternative routing of land-

lines); (2) the hardening of building structure and radio

towers, and the burial of wire lines and cables; and (3) the

provision of auxiliary backup electrical power equipment,

such as gasoline motor generators and fuel.

(3) Grade of Service and System Options

(a) Grade of Service

For the purpose of this text, grade of communications

service is defined as the probability of estaulishing

communications between a ckting part), and a called

party (that is the probability that onc will not find

an "all-circuits-bu:)" situation when initiating a call)

--and the maxim,,. pobable delay time before establish-

ing such a connecticn and trar;mitting a high precedence

(FLASH) message.

(b) System Options

For any given communications system, the number of

circuits and the equipment will depend on the grade of
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service desired. The choices depicted in this te.yt are

given in three option categories: (1) a basic minimum

set of requirements, (2) requirements for an intermedi-

ate grade of service, and (3) requirements for an opti-

iaum grade of service.

The basic minimum circuit and equipment requirements are the

absolute minimum requirements to provide CD communications

irrespective of tie grade of service. For an intermediate

grade of service, the circuits and equipment requirements

are based on a maximum delay time of 2 min 24 sec for high-

est precedence messages. For a practicable optimum grade of

service, the number of circuits and the equipment required

are based on a maximum delay time of 1 min 12 sec. The num-

bers can be varied to take account of economic feasibility

considerations and to provide supplementary facilities and

equipment for improved service.

(4) Basic Minimum Requirements

The basic minimum circuit and equipment requirements are:

(a) EOC

Common-user telephone connections or service between the

county EOC and (1) mun -ipal and state region EOC; (2)

key CD individuals (homes and offices); (3) the local

telephone company service of reporting center; (4) emcr-

gency service centers of CD-suppo. ting agencies--includ-

ing public utility companies, ambulance services, hospi-

tals, and transportation companies (taxicab, bus,

tracking companies, etc.); (5) nearby military installa-

tions; (6) Red Cro ,s, Salvation Army, and other disaster

relief agencies; (7) nearby Civil Air Patrol operations

centers; (8) fire, police, and other CD-supporting

agencies of the county and state; and (9) EOCs of ad-

jacent counties. (No provision is made for an emergency

switchboard in the EOC).

(b) RACES

Radio backup links from county EOC to EOCs of municipal-

ities.
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(c) Emergency Services

Base radio stations aperated from the EOC for fire, police,

anld engineering services; or common-user telephone circuits

to distant base radio stations.

(d) EBS Station

One common-user cir,it from th- 'P(V' the EBS station.

(e) Other Agencies and Stipporting Services

A common-user telephone line and a RACES radio link from

the county EOC to the next higher CD headquarters--i.e.,

the state region.

(5) Intermediate and Optimum Requirements

(a) Cc-,-relation of Grade of Service and Determination of

Circuit Requirements

The number of circuits required between nodes of the

COunt WOC and of the municipalities, depends primarily

upon the acceptable "grade of serv'ice" (previously de--

fined in terms of the time delays). The acceptable grade

of service is a n~itter of command decision. To ascertain

the delay times upan which such decision can be hased, a
worst. case" situation is )ssumed, as follows:

*Ov., FLASH Emergency message is filed at each city E02

for transmission to the couniy EOC.

*All such FLASH messages art? filed simultaneously.

*All messages are in the same format (Emergency Report

Form) and] reqUire a t ransmission time of 1 min. 2 sec.

each. (Each message conisists of' 25 words and is trans -

wi~ttedI at a rate ofi 20 words per minute).

*The average t ra nsm iss ion and copy time for the FASH Emerge ne Repor t

is that observed in CD) Exercise SINIO VI (i.e. I min 12 sec). See S"ec-
t lon 111, VoLme I.
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For this "worst case," the grade of service (delay

time) relationship to the number of circuits or

common-user terminal., (telephone or radio) can be

expressed as

T tiu
T 

tii

where:

T = the elapsed time between the beginning of

of the first message and the receipt of the

last message of a one-time group of messages

at the senior node (county EOC)

t = transmission time of one message (1 min

12 sec)

n = number of subordinate elements in the net-

works: or the total number of FLASH ier-

gency messages in the one-time group filed

simultaneously at the subordinate nodes

i = number of terminals of the receiving node

The relationship betweer. the number of subordinate nodes in

a network, the delay times and I- number of terminals re-

quired at the receiving (sen,-r) headquarters is illustrated

in Figure 2. For example, for the grade of service equiva-

lent to a maximum delay of 2 min 2-i sec in the receipt .,f

t h
the n (last message) at the county EOC, the number of mu-

nicipal EOCs cannot exceed two, it there is only one common-

user telephone terminal in the county EO" (see graph line

i = 1). If there ,re two common-user telephone terminals in

the county EO', the number of municipal FKOCs can he increased

to foul for the same grade of service (see i = 2), If the

number of common-user telephone terminals in the countv E(X'

is increased to three, the number of subordinate city EO('s

can be increased to six for this same grade of service (see
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FIGURE 2

REQUIREMENT^, FOR COMMON-USER TELEPHONE TERMINALS
AS A FUNCTION OF ACCEPTABLE DELAY TIME AND THE NUMBER
OF SUBORDINATE ELEMENTS IN A COMMUNICATIONS NETWORK

14'24' T 1 -7 -7-7 -
13'12 -4---~--~ --t--t--- - ~p - -

S~ 24

LU-

4 -

nNUMBER Or SUBORLINATE ELEMENTS IN A NETWORK

T tx

I Number cif terminals ot the receiving node.
if the volur for i is a fraction or a mirxed number, select the next higher
whol' number for i.

SOURCI: Stanford Reseorchi Institu te.



line i = 3). Thus, the grade of service c:i be increased by

providing the appropriate number of common user circuits to

the senior headquarters.

(b) Example: Santa Clara County

An example is given using the situation in Santa Clara

County, California. There are 15 incorporated municipal-

ities in the county. Assume that in a "worse care" situ-

ation all 15 city EOCs filed FLASH Emergency messages

simultaneously for transmission to the County EOC. Assume

ttat each FLASH message required 1 min 12 sec to transmit.

If there were only one line to, and one receiving operator

in, the county EOC, the last message would be received

by the County CD Coordinator 15 x 1 min. 12 sec =-

18 min 0 sec after the initation of the first call.

If there were two terminals and operators at the county

EOC, this maximum delay time would t redaced to one-half.

Similarly, each increase reduces thc- del:y time propor-

tionately. The criteria for an intermediate grade of

service is that the maximum delay time on the laoit FLASH

message in this worst case situation should not exceed

2 min 24 sec; and for an optimum grade of servicf, this

maximum delay time should not exceed 1 min Ii see.

In the case of Santa Clara County, one common user tele-

phone terminal in the country EOC would be the absolute

minimum. However, for an intermediate grade of service

(i.e., a time delay not to exceed 2 min 24 sec), the

number of common user trunk terminals in the county

EOC for communications to the municipality EOCs, using

the formula in the preceding paragraph, would be eight.

For the optimum grade of service 15 comnon user trunk

terminals would be required in the county EOC switch-

board, to provide simultaneous (no ielay) circuit con-

nections from each municipal EOC.

32



(c) Determining Circuit and Operation Rcquirements

With Figure 2, and with the known number of municipal

E)OCs in the county, the minimum number of circuit& and

operators required in the county FXOC for this county-

municipality EOC network can be determined for in'ar-

mediate and optimum grades of service. Howevec, addi-

tion~l circuit-y, both telephone and iadio, will also

be required at the county FOC, as indicated in Tables 4A

and B to provide for communication to other agencies and

services in the numbers and types listed under the in-

termediate and optimum categories. A unit basis f~r

determining common user telephone circuit and RACES

network requirements for cach option category is listed

in Taule 4B. The rationale for determining these re-

quirements is given in the next three pages.

()Needline and Type Circuit Correlation

in Table 4A a correlation is depicted between the

varioub needlineg (given in Table 1) and the most

pre'ctiegble types of circuits to implement these

neec'lines. Included are common user (CU) and pri-

vate line (PL) telephone trunk circuits and tter-

minals, an. radio transmitter-receiver (T,,,R) link-

ages. R ACES links and nets are Used primarily to

back up ire circuits from the counrv Ely,' to its

municipalities, to adjacent counties, and to thv

ratV "ILtUa I aid rvg ion For primary' or backup

radio ~ acto~ to k'Uilt, kIQpar'ImunLS and

aietgnces (Including public safetN agcncievi) the

existing county-owned radio) coumauflcat ionls fa-

c Ilits will nIOrMa lv be, (se.



(ii) Traffic Circuit and Grade of Service Correlation

In Table 4B a correlation is made among the FLASH

messages, needlines, and numbers of CU circuits,

and RACES stations required at 'he County FOC fo-

each grade of communications service. The FLASH

messages that would be generated during the trans-

and post-attack phase, their formats, routing,

and the communications systems employed for their

transmission are listed. The communications link-

ages in terms of CU telephone and RACES terminals

are shown fo, each grade of service, assuming the

"worst cese" FLASH traffic situation describod in

the preceding paragrpnhs. The PL requirements ior

each grade of -ervice are indicated in Table 4Ai.

The radio terminals other than RACES are to be pro-

vided by the existing public safety or other county-

owned radio svstems

In the correlation shown in Table 4B, it is assumed

that no two types of FLASH messages will occur si-

multaneously in the 'worst-case s.:tuation.

(iii) Added Circuitry Requirements

Reference is made to Note 12, Table A- which in-

dicates that additional common user circuitry will

be reqired from the county EOC to thc, Fr,'Cs of its

cities which have populations above certain sizes,

to cope with the increased expected volumvs of

traffic (of ioer than FLASH prtcedencu.) b,'tC1en

these nodt-.. For th, iinttermed sta and optimum

categ -, es these circuit u tim.ers w IlI b' a foI-

low - for c, ties of 25,0(0 to 100, i,00 populat: on,

not less than 2 CUO chsnn'ls, for 100,)0) to

* These channels may cons!wt of CU telephne and teletype chanii, Is ,:,.
Susuary Table I, reference '4.



to 500,000 population, not less than 3 CU*

channels; and for cities of 500,000 and above

not less than 7 CU* channels. Reference 14

contains the rationale for this .-ded increase

in circuit'i.

The RACES radio net-, are intended primarily to

back up the direction and control wire circuits.

Thev accordingly provide for increased communica-

tion system survivability in the event that pnr-

tions of the telephone system are d g(-! or de-

stroved.

(iv) Summari )f Reouirements

App :ing the foregoii.j corrt'ations, 5ummary of

the minimum telephone trunk requirements for the

county EOC, and the nmnbers of raalo stations in

each county RACES net, is prcsented for each

grade of service.

* V i n i i; G tradt, c ! > v ik!

I CU te Lephoth trunk cicui t

I :t. tel ophone- of I t etvpc .. rcuit for Iln-
cr(tased attack -a:-ntng f:oJ state ;'cad hess or
WEl1" o I1 !L M,.v S ('t!I.

I RCES te-Mi1al. for covimimuicatiloll To all
on l~l paI t ts ,n thtu county

I RA t:s trtLua] for commi, l, ions, to th'
-tal,, or siatt rOg11 C,-X(, and to adiacent

* itermeo'miiate' (;r'i. of .Sutrv t.c

N (U t clI ph(nI trAil,. ci,.cui t ( wh,. r N ejouais

L 11! - . ,': I , Ck'' t ha t IO i t ' ).

I to, d 6 Add t ional CtI " tf''phnec 'Il! '

Ir I t fill I tlos aove

i I '(-cc (has s 1 , N t. , abl, 4A).

A.f



1 CU telephone trunk circuit for com-,unica-
tions to state region ECC and adjacent count'.

EOCs.

1 PL telephone or teletype circuit for in-

creased readiness or attack warning from state
warning system.

1 PL to the EBS station.

PLS to base radio station dispatchers of County

Emergency Services, if not located in the EOC

(see Note 8, Table 4A).

1 RACES terminal in the state region RACES nce

for communication to the state region BOC and

EOCs of adjacent cc:anties.

I RACES terminal for each County-to--Municipality

net where the number of net. equals N (rounded to

the next higher whole number).

Optimum Grade of S'-vice

N CIJ telephone trunk circuits.

I to 6 additional C1J telephone and teletype

trunk Orcuits for cities above 25,000 popu-

lation (see basis in Note 12, Table 9A).

1 CU trunk circuit for communications to state

region and adjacent cc"nty EOCs.

1 PL telephone or teletype circuit for increased

readiness or attack warning from the state warn-

ing _ystem.

PLs to the agencies listed in the "Optimum"

column in Table 9A.

1. RACES terminal in the state region RACES net
for communications to the state region EOC, and

to EOC's of adja-.ent counties.

I RACES terminal for each county-to-municipality

net wher: the number of nets equals N (rounded to

the next higher whole number). b

The numbers of required CU and PL trunks and RACES terminals in the county

BOC are not rigid, but represent minimum requiremeits for each of the grade of

service categories given.

Listed on pages 32 and 33, reference 3, are supplementary optional fa-

cilities and services some of which could be added advantageously to the county's

requirements; these items should be revie..d accordingly.
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Table 4A

WO57TrN I CAT IONS CI RCUIT AND MATERI EL REWJI BEATS
for

COUNTY (OPERATIONAL AREA)

Circuit and Materiel Requirements
Mode and Element Minimun Intermediate Optimum

Wire System

Switchboard In EOC1  1 1

Private Line (Pb) and Common User (C-U) lines 2

C'',intv EOC to:
Federal warning point (NAWAS! cu CU cu
State warninga Point (bells and lights) Pb, Pb Pb
State mutual aid region ECC CU 1 or 2 CU* Pb/1 or 2* CU

State departments and agencies3

Dept. of Justice TrTY TTYTT
Highway Patrol 'CU) CU Pb/CU
Hfighwav (Const. & Maint.) CU) cu CUi
Forestry Service 'Cu cu cu
Water Resource CUI Cu CU
Fish & Game (Conservation) 'CI<j CU cu
PHcalth & Welfare (inci. hospitals) CU) Cu Pb/CU+

Hfq. milIi tary* installations (in or near CU' u PL/CU+
thle count")

EOCs, adjacent counties 'C)Cu Pb/CUt
Civi 1 Air Patrol Operations Office 'CU, Cu Pb/Cut
Public utility service centers 4

Telephone (cu) Cu PL.CU
Electricity & Gas Cu) CU Pb/CU
Water 'CU) Cu Pb/CU

Emergencv Broadcast Service station ~ (CU Pb1/CU PUL/C
Other radio and TV' broadcasting stations5  (CUj CU Pb/CUt
Newspape rs, (CU Cu Cu

6County departments and agencies
Alternate EOC (cu) cu PL/CU
Key county CD officials (Cu)~ Cu Pb/CU
Mobile communications vans 7  (CU C PL/CUT
Police (Sheriff's Dept.) (cu) CU Pb/CU
Fire service and district Hq. (cu) cu Pb/CU
Highway maintenance (Cu) Cu Pb/CU
County government transportation (CU) Cu Pb/CU+
Public works (engineering) cu) CU Pb/CU
Health & Medical. (ambulpence) (CU) LIU Pb/CU
Hospi tals (cu5 CU Pb,/CU
County sci'ool dept. (Cu cu cu
Welfare dept. (Cu,; cu Pb/C.U t

*2 CU circuits Eire required if the county population exceeds 2 millicn.
tThese private lines are optional.

Source: Stanford Research Institute.
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Table 4A (continued)

Circuit and Materiel Requiirements:
LY Option Categories

Mode and Element Minimum Intermediate Opt nunY

Base radio stations of county Emergency
Services8  (CU) PL/CU PL/cu

Separate county RADEF monitoring
stations9  (CU) CU PL/Cil

CD - supporting (private) agenciesl (CU) CU PL/CU(*
American Red Cross (cu) CU CU
Salvation A-~my (CU) CU CU

Airport Operations Office1 1  (CU cu P1/CUJ

Commercial transportation company
(dispatcher)1  (CU CU

Taxicab companies (radio dspthr (CU/ CU PL/CU3*

Incorporated municipalities (I)P/U LC 1

Alternate EOCs (CU) CU CU
Autonomous area EOC91 2a IUC P.C

Radio 
1 3

County EXOC to:
State mutual aid region EOC (RACES) T/R Tf
State agencies: 14, 15

CD 
ED1

_14
Highway Patrol net T/R
Forestry net T/R14  T/ ,R
Div. of Highways net TP4T/R
Intercity law enforcement nets (T/R) T/R T/R
Intercity fire nets (region, state, or
national) (T/R) T/R T/R

Mi~I1~ary installati.crsI6  -- T/R T/R
EOCs, adjacent counties1 7 (RACES) (T/R) T/R T/R
Public utility service centers -~T/R*

Teblephone (cotiT/R*

Electricity & Gas - -T/R*

Water iu T/R*
ES btatior T/ pR T/ T/R

County departments & agecies:

Alternate FX)C (state region net-RACES) T/R T/R T/R
Mobile communications vans T/R T/]R

Police Hq.8  T/R Ti'R
Fire Hq. R T/R T/R

Highway maintenanueg T/R T/R
County trans ortation'! T/R T/R

Public worksg T/R T/R
Health & medical (ambulance)8  T/R

*(Hospitals U T/R*

Private line and radio staticds optimal.
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Table 4A (continued)

Circuit and Materiel Requirements:

by Option Categories

Mode and Element Minimum Intermediate Optimum

Base radio stations of county agencies8  
-- T/R T/R

Separate county RADEF monitoring

stations1 8  
-- T/R T/R

CD-supporting (private) agencies

Commercial transportation1 9  .... T/R*
Taxicab companies20 T/R*

Airport Operations Office .... Ti

Incorporated municipalities

County EOC (RACES)2 1

EOCs (RACES) - T/R T/R T/R
Alternate EOCs .... T/R

Autonomous Area BOCs ... T/R

Broadcast receiver, EOC (to receive EBS) -- R* R*

liscellaneous
2 2

Backup motor generators (EOC, EBS Public

Safety Services) Required Required Required

Reserve fuel storage facility Required Required Required

I. :n assumption is made that the EOC and Communications Center (including
the switchboard) are collocated. The DOC switchboard should have suffi-

cient drops to serve the in-house subscribers (key officials, DOC staff

sections, message center, telephone and radio terminal operators), ex-

ternal private lines, and common-user trunks to commercial central of-

fices. The number of common--user trunks to the EOC and the switch-
board capacity to terminate these trunks for the grade of service cor-

responding to minimum, intermediate, omd optimum options should be about

equal to the total number of in-house ;4bscriber telephones divided by the

number opposite each option as follows:

Total

Option In-House Subscribers

Minimum 4

Intermediate 3

Optimum

2. The symbols CU, PL, or T/R indicate the requirement for one common user (CU)

telephone terminal, one private line (PL) telephone terminai or one radio

transmitter-receiver (TR) set respectively. Private lines include user-to-
user terminal circuits and direct trunks from the DOC switchboard to distant

eme-gency switchboards or user terminals. Private lines will be furnished

only on an emergency call-up basis. Where the abbreviations PL/CU are used
they signify that a private line and a common-user circuit are boih required.

In 1%e minimum option category only one CU telephone circuit and terminal are

indicated for the county EOC; the (CU) indicates needlines which ,,ust be served

by this one CU terminal (see page
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Table 4A (continued)

3. The agencies of the state departments pertain to state-owned installa-

tions in or near the county which have CD roles or can provide alter-
nate channels of communication to other counties, regions, or state

CD agencies.

4. These service centers pertain to public or privately owned utilities
which serve more than one municipality in the county.

5, The EBS station designated to serve the county.

6. These include county departments headquarters, and fie!d installations
plus service storage yards located at a distance from the county EOC--
from which the dispatch or control of pertinent services can be accom-

plished.

7. It is assumed that the existing emergency conmunications mobile vans can
be connected into the commercial telephone systems.

8. This pertains to the location of the radio ".:patcher (operator) of the
main base radio station of each county emergency service which may be
located at a distance from the EOC Communications Center.

9. This concerns county RADEF monitcr~ng stations which are not part of nor
use the communications facilities of othei CD emergency services such as

fire, police, forestry service networks.

10. This pertains to emergency service centers of private company installa-
tions and plants that are located in unincorporated areas of the county,
and which furnish their own fire, police, transportation, and shelter
facilities along with associated communications facilities.

11. This concerns commercial airports which may be located in the county.

12. The number of trunk circaits betweeni the county EOC and each of the EOCs

of its municipalities may vary with the size of the niunicipali+v. In
the intermediate and optimum option categories these numbers wll be -
for cities of 25,000 to 100,000 population not less tha. 2 CU channels;
100,000 to 500,000 population not less than 3 CU channels; for cities

of 500,000 to one million or more not le5 s than 7 CU channels. These
may be CU telephone or teletype channels (see reference 14).

12a. There may be autonomous areas such as state or private univ.rsities,

and federal or state hospitals which may furnish internal fire, police,
transportation, and police services and shelter.

13. Radio facilities may consist of a radio receiver (R) only (for monitoring),

or transmitter-receiver station (T/R) for two way communications.
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Table 4A (concluded)

14. This refers to state CD-supporting installations which are located in
the county. Transmitter/Receiver installations are made where the

agercy has a radiological monitor and reporti,.g role into the county.

15. This refers to the state civil defense EOC (e.g., California Disaster

Offices).

16. Equipment for this link will. most probably be provided by the military

agency.

17. The assumption is made that each EOC has a RACES radio terminal in the

state mutual aid region RACES net.

18. This pertains to separate RADEF monitoring stations which do not have

access to telephone service.

19. The radio facilities of private or commercial transportation companies
by FCC regulations can be used only in connection with transportation

services.

20. This refers to base rtdio stations of taxicab companies which operate
in more than one municinality.

21. The number of RACES radio transmitter recci',ers in the county EOC for

communications with the EOCs of incorporated municipalities depend upon
the grade of service selected. This grade of service depends in turn

on the number of "'CES nets, and maximum number of stations in each net.
For an intermediate grade of service, not more than nine stations should

be in a net--and thus Municipal EOCs/9 T/Rs are required in the ctinty

EOC. For an optimum grade of -?rvice Municipal EOCs/5 T/Rs are required

in the county EOC. The "worse case" time delay for the last FLASH mes-

sage in each net, with trained operators, accordingly would be 4 min

48 sec and 9 min 36 sec respectively. These time delays are considered
quite adequate in view of the alternative routes available, and improba-
bility of the "worst case" situation occurring.

22. "Miscellaneous" includes supplemenL.ry facilities and services described

in pages ?2-34 "Civil Defense Communications: A Methodology for Deter-
mining Requirements for a Community" (see referc,ce 3).

* Radio equipmentS optional.
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Table

FLASH MESSAGE SUMMARY, NEEDLI

Flash Number of

Message & Requi red

Format Routing Comm. System Used Needlines Minimum

Attack V arning-ER
NAWAS Wng Point

State Region to County lDOJ Toletype & 1

Bells and Lights

County to Municipalities CU Telephone I from the County EOC to each 1

municipality EOC

County to Unincorporated County Sheriff Radio I from the County EOC to each

village System sheriffs office in each

County to Public EBS .--

Deploy Emergency Co. EOC (Emergency Service Emergency Service 1 from the Co. EOC to each Emer-
Service Tetms-ER Chiefs) to county Public Radio Networks gency Svc establishment or

Safety, Utilities and deployed team

other Emerg Svcs establish-

ments EOC Pvt line to Telco I

Nuclear Detonation Each municipality EOC CU telephone 1 from each municipality EOC 1

Report-.NR to County EOC RACES net
3  

to Co. EOC

County EOC to State Region CU telephone 1

EOC RACES net
4  1

Immediate Damage & Each Municipality EOC to CU telephone 1 from each munici ality to 1

Casualty County EOC RACES net Co. EOC

Asseazsent-ER County EOC to State CU telephone 1
Region EOC RACES net

Uncontrollable fires Each municipality EOC to County and .egional 1 from each municipality to C>. EOC

Report-ER County EOC fire radio n..tworks
(BOS-HIFIRE 7-8-9) County EOC to State Region County and regional 1

EOC fire radio networks

Request for Each municipality EOC to CU Telephone 1 from each municipality EOC

Immediate Aid County EOC RACES to Co. EOC
(Fire, Rescte, Medical,

Reraedial Movement)-ER
Coordination for County EOC to County Emergency Services 1 from the Co. EOC to each o.

Immediate Aid Emergency Svcs Teams Radio Networks Emergency Service establishment

or deployed team

Warning of Impending State Region EOC to Co. EOC CU telephone i 1
Fallout Arrival-ER RACES

Co. EOC to Municipality EOCs CU telephone 1 from Co. EOC to EO( of each I
RACES municipality

Critical Increase Each municipality EOC CU telephone 1 from each municipality EOC to 1

in Radiation Levels-RR to Co. EOC RACES Co. FOC
Each County Monitor to Emergency Svcs I from each monitor to Co. FOC

Co. EOC Radio

Co. EOC to State Region EOC CU telephone 11

RACES
Requests for Each municipality EOC to CU telephone 1 from each municipal SOC t I

Remedial Movement Co. EOC RACES Co. EOC
Aid & Guidance-ER

Coordination and Co. r.OC to mu.iiipalities CU. RACES I from Co. EOC to each miikiciplal1tv I

Directions for EOCs EOC
Remedial Movement-ER Co, EOC to adjacent county (', RACES 1 from Co. FOC to ,ach municipality 1

FOCs EO.

Co. EOC to State Region CU, RACES I from Co. EOC to each municipality
EOCs EOC
Co. E OC to Co. emergency Emergency Services 1 from Co. EOC to each county 1

Svcs (police, transporta- Radio Nets emergency services installatior

tlon, medical, engineering) or deployed vehicles.

Maximum circuit & RACES equirement: for any one "worst case situation



Table 4B

SUPMARY, NEEDLINES AND CIRCUIT CORRELATIONS--FOR COUJNTY

Number of Common User Circuits Maximum Number of RACES

Required by Grade of Service 'r/R Stations Per Net
Minimum Intermediate Optimum Minimum Intermediate Optimum Remarks

1. These columns indicate the minimum number of
Common User telephone trunk terminaticons required

1 1 in the County EOC for the respective grades of
2-rvice--for each type flash message listed.

N N
2  

'iese numbers are not added vertically for ea-h
2separate message because it is assumed that no

two types of flash message will occur at the same
time; although al. of one type may be called in
simultaneously under the assumed "worst case"

situation.2. N equals the niiiber uf municipality and auton.-
omous area EOCs in the county.

3. See note 21, Table 4A.
4. The county EOC will have one T/R in the State

1 N N Region RACES net.
N N!9 N/5

1 1General

1 T/R 1 T/R IT/R The requirements for private telephone and tele-

1 N N type lines (PL), additional Common User (CU)
N N telephone circuits to cope with precedence traffic

5 in cities of populations above 25,000, and county-
1 1 1 owned radio links, are indicated in Table 4A

EOC 1 T/R I T/R 1 T/R ur.,:er the r, pective grade of service categories.

Flash message formats i 'ude:

ER - Emergency Reports
N NR - Nuclear Detonation Reports

N N RR - Radiation Reports

1 1 1 1 T/R 1 T/R 1T/R

SN N

2NN9 

N

to 

N

t 

t

9
to N N

2N N'9 N.

I T /R _1_ T /R - I T
I N N

ality 1 N N

N N9 N5
sfl i ty I 1 I

I T R I T i, I T R

W ality 

I

N N N

N N N
N 
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(d) Special Considerations

Although Tables 4A and B cover overall require-

ments, there are special considerations concerning

RACES radio networks and supplementary facilities

and services that shouild be taken into account before

final decisions are made:

6 An alternative to providing a special emergency

switchboard in the county EOC would be to furnish

subscriber lines from the telephone terminals in

the EOC of the various staff and onerating positions,

through a protected buried cable to the telephone

companyv central office.

* If the county owns or operates a separate switch-

board to serve the civic administration, tie-lines

shoild be established between this switchboard find

the emertrencv CD) switchboardinheOCtprvd

alternate routing and channels

0 Base radio stat ions used for the Einergency Services

(fire. police, public works. and civic transporta-

tion) are best located in the EOC. However, private

lintes for keying, and controls and backup radio link

should be provided between the EOC and any of there

stations that are at locations distant from the MOC.

. Radio receivrs and transmitters capable of ntoriito-r-

ing and I.y tug access into state police, interci t

fire, fo restr', serviee, or other official state, or

notilonal Fofetv or service radio networks should bOe
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provided in the EOC as alternative means for the

receipt of warning, direction and contirol, intelli-

gence, an6 other emergency informnation from higher

headquar~ers and ad,.acent county FOCs.

0Terminal facilities should be provided in the colnt%

EOC for receipt of emergeiiev warning signals and

narrative (teletype) information on any special net-

works (e.g., state CO) microwave or Aire teletype

networks) established by the state.

Ce) RACES Radio Networks

For the optimum option, RACES radii) nets should consist

of no more than five stations total in cachi ret--cne

headquarters net cont rol stat ion anid tour subordina to

s~ations. For the intermediate opt ion, eachi nest~ould

not consist of miore than ine s tat ions. The P Io't I S ion

of these nets is based on the assumpt ,on that adequIt'

numbers of 'cl'ear" redIto frqUen1cieS IAOUl Ie akailal e

for these niets. It the radio fteqi:encies are no! axar 1-

able, the IILuMber of RACES radio statirons In each nct

wilt ha~ c to be increased--IVi! rs~~ I o* exceed 3

stat ions per ntet In anr\ case .

Thie numbter of r'adio' trequelicies that ":II tWhlsi a .41i d.

penid orrad io interference anon gli thri prescr,!bed nots.

Interference is a function of t he proxvirt\ , frequec.

and power emis-~ioni; of the cir iou'; liAc'tKS rndlo. s to lIoll';

inlerference potential can he ccc> f ied onli I' actL1111

tests of candidate radio eq1u:pmenlts on S IVe.

For ins tance. in t~ hE F2 t here Ao ul d b*' ie,, no r! rill s'e f

ecc h four tsu bordlrat ! s.untic pna i ti VOY.



The county EOC and subordinate county in tallations

should be provided with expedient backup antenna.: and

lead-ins (transmission lines) for the RA ES sets that

can be easily installed, to ensure quick restoration

of operations in the event of damage to he perm'nent

antennas.

(f) Emergency Services Radio Networks

County-owned radio stations and radio-ec ipped v hicles

of the existing fire, police, public wor s, and ity

government radio nets--as well as those f priv ely

owned ambulance services, hospitals, med cal se ces,

and land transportation services--will i gener be

used to support their parent organizatic s in an emer-

gency. No more than 30 radio-equipped i hicles hould

be assigned to any one net or frequency f frequ ncy

availability permits. These vehicles si uld noi ally

be assigned to specific locations during the tra sattack

and postattack periods to provide additi nal co-uni-

cations backup (when practicable) to the communi ations

system (except when dispatched by the cY afq of .he re-

spective emergency services for function -. opera ions).

Privately owned CD-supporting companies, ;uch a, the

public utilities, telephone company, and water cimpany,

have their own emergency service centers and radio com-

munications to their own vehicles. These emerger cy or

service centers should be connected by private line

to the EOC.

(g) Coordination with the Federal Communications ommission

(FCC)

FCC Rules and Regulations provide for specif permis-

sible CD communications for various types of adio net-

works, and prescribe the procedure and forms or obtaining
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f, r t 1 nklt FCC au h r 1 , t t n Thc Rli 1- and R, ru

t inns4 prescribc the usf- of c rta in I icenT.5ed ,ofmulfll 1(.i

tion fac lities in accordance with category of m-;sage,.

and service class. A detailed listing of the agencies-

and activities comprising the various safety and special

radio services is contained in Parts 89, 91, 93, 95,

and 97 of FCC Rules and Regulations.

The networks of amateur itions operate in the Radio

Amateur Civil Emergency Service (RACES) in accordance

with an FCC approved Civil Defense Communications Plan.

Local CD authorities may establish and secure authoriza-

tion of RACES networks by drafting Communications Plans

in accordance with the Commission's RACES Rules, andIiforwarding the plan and application for "Authorization

to Opeate Stations" to the FCC via State and Federa!

Civil Defense Offices. See Subpart F, Part 97, "'Cu

Rules and Regulations," pertaining to RAuES plans,

authorization, and procedures.

(6) Suppleranta:.y Fa,.littes and Services

If decision-makers wish to i;rnprove fte grade of service for

increased operational responsiveness and coordination among

CD elements, and for incrcased system survivability above

that provided by the equipment listed in the optimum category,
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tu1 lI! it ( (dit ha 1 11COTT mI M Cat Ion S Ian 1 a A C and sf'rvices

fa n K, pro r am MeI. Dects ions to include these items would

be based on the avai lability of funds, the threat (i.e., the

proximity of the county to a strategic target), the probab-

ility of fallout on the county after an attack, and the CD

policies of the couLty. Such additional facilities could

include (not listed in order of pr,.,rity):

(a) Remote-control equipment that would enable vehicles

located outside shelters to be operated from within

the shelters.

(b) Backup radio links that would connect the EOC to the

emergency service centers of the telephone and other

public utilities, to taxicab base radio stations, and

to other CD-supporting private companies in the com-

muni ty.

(c) Paired handie-talkie radio sets for each county shel-

tered ins'allation for communications with nearby de-

ployed emergency service teams.

(d) Sound-powered or local battery, and magneto signaling

field telephones to be used with the private lines in

lieu of common battery cdial-type or malnual-type tele-

phones (in the event that central office switching

equipment or batteries are damaged).
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e)Amlihfier megaphones for use by the rolice for traffc

control during emergency remedial evacuati n. and for

control of local joint operationz (e.g., s:arch and

rescue, firefighting, evacuation, and guiC.:nce) durin

the postattack phase.

(f) A high power receiver, amplifier, and lou' ;peaker sys-

tem for the EOC for reception of broadcasi- from the

local EBS station or for long-distance recr'ption of

remote EBS station broadcasts.

(g) Burial of overhead telephone subscriber lc*ps and

aerial cables or wire lines that carry thf CD circuitry

of the EOC.

(h) Backup power facilities and fuel supplies 'or each

EOC to assure at least a two-weeks' suppl, of ele-tri-

cal power--for direct use, or for chargini storage

batteries.

(i) Private lines from the EOC to hospitals, zisualty and

reception centers, medical centers, the ted Cross

office, nearby military facilities, and t1 EOCs of

adjacent communities.

(j) Designation of an alternate EOC and provi.on of an

emergency manual switchboard, private and :omron-user

circuits, and telephone and radio facilitits that

partially duplicate those in the main EOC. Private

lines and backup radio links between the mLin and al-

ternate EOCs would also be included.

Procurement of additional items could also be programmed to

meet the needs of future increases.

* For use also in the event of natural disasters.
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___ate and C) Subdivison Ccrfunfcations Materiel R.-,uirements

(I) Concepts of Opeiation

In general, the basic concept of operations o' the stite will

include:

(a) Alerting and directing all political sul livisions

and r.,gencies in the state to assume incr--ase!,

readiness conditions.

(b) Receiving and disseminating official at* ick warning

to all political subdivisions and the gq leral public

via the NAWAS, state warning, and EBS s items.

(c) Making maximum use of fallout shelters (,ublic and

private) as the basic lifesaving measure

(d) Receiving and transmitting to higher ane lower head-

quarters, as appropriate, intelligence i formation

concerning nuclear detonations, damagp r d casualties,

fallout movement and contamination, fire situations,

status of resources and utilities, and r quests for

aid and assistance beyond the capabiliti s of subordi

nate elements.

(e) Requesting aid and resources from federa authorities

(if necessary), allocating available res urces to sub-

ordinate CD subdivisions, and coordinati- g muturl aid

operations among its major CD subdivisio s and emergent y

operating departments.

(f) Allocating resources and coordinating po. tattack re-

cover -peretions.

If the geographic size and number of counties re sufficiently

great, the state may establish CD subdivisions (e.g., -2ali-

fornia has established six civil defense mutua' aid regions,

each containing a designated number of contiguous counties).
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The organization, roles, and concepts of operations for these

state CD subdivisions would be similar to t'&se of lhe state

(except for the transmission of initial readiness c~ndition

and attack warning signals to counties and nunicipalities).

(2) Grade of Service and Materiel Options

Because of the fundamental lifesaving respo:;sibiliz ! and

guiding role of the state in developing an offectiP ; CD

posture among and within its CD~and politic il subdivisions

(region, county, municipalities), the state must a iure

adequate and survivable communications down to and among

these echelons. In the conduct of its operaitions, treat

numbers of high precedence messages can be ixpectec. Thus,

with respect to materiel requirements, the !xis+1m state-

owned and operated systems must be integrat 'd and itilized

to the maximum, and augmented by commercial and am. teur

capabilities as necessary to assure a high grade o service.

Accordingly, in Table 5 only the unit basis for a itnimum

set of requirements for a high grade of Per-ice is 4iven.

The unit numbers may be increased or augmentations made for

particular reasons unique to each state or CD subd vision.

The basis for selecting the number and typei; of ci cuits

tabulated in Table 5 is:

(a) the state and state region needlines develop ents

depicted in Tables 2 and 3--which indicate t. e ele-

ments or nodes to be connected.

(b) the traffic characteristics and the grade of com-

munications service required--which dictate he number

and types of channels for each needline, and

(c) the existing state communications resources ,nd the

need for system survivebility--w-ich establi h ad-

ditional numbers and types of circuit requir d (e.g.,

RACES to back up Telco circuits).
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NINNIMUM 'O, NI.ATINS ('I ,TIT AND MATERIEL

RPguIREMENl t.OR THE STATE AND STATE REGION

Materiel Item Minimum (Unit Basis)

I. The State

Wire Communications

Switchboard in EOC I  one

Telephone and teletype lines*

* State EOC to:

- Alternate EOC 2  1 CU*

- EOCs, stzte CD regions 1 PL,* 1 CU, 1 frY*

- Alternate EOCs, state CD regions 1 CU, I TY

- State warning points 1 PL

.3- Key CD officials 3

other key personnel
3  2 PL, I CU

3

- EBS access 2 PL (I input, 1 control)

- EOCs, adjacent states' CD Hq 1 CU

- U.S. Weather Bureau offices 4  I CU, 1 TTY

- Federal government agencies rep-

resented (Senior Hq in state) 1 CU

- Senior military services Hq 1 CU

- Senior reporting (service) center,
Telephone Company 1 PL, I CU

- Local [ul)l ic l UL itieS service

centers

Telephone companx I PL, I CU

Electricity and gas I PL, 1 CU

Water I PL, 1 CU

The wire circuits art, classified as common user (CU) which can be

switched to interconn,.ct all subscribers; private line (PL) which

connects only two individuals or private switchboards and restricts

calls to specific individuals who may use the line; and teletvpe

(TTY) for teletype service. Radio teletype circuits are abbrevi-

ated RAT.
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Ma r, 1 I trm M inlmu (Unli Ba I

Emergency H(: of CD parti( ipating
state agencies' senior executlves
represented in State EOC I PL, 1 CU

- Emergency Hq of CD-supporting non-
state- agenciet; (Red-Cross, Salva-

t.-,n Army, etc.) i Cf

- Senior Emergency Hq of statewide
industrial organizations pertain-
ing to transportation - bus,
trucking, air, railroad I CU

- Federal Region EOC I PL, 1 or 2 CU,* 1 TTY

- NAWAS 1 PL

- NACOM-1 I PL

* Alternate state EOC

- Switchboard onIe

- To other agencics5  1 CU 1 TTY to Federal Re-gion
I CU to _ ach agency connected
to the ma~n State LOC

* Emergency Hq of participating state
departments t :

- Senior lq of pertinent districts,
zores, or subareai, of their de-
partmients in eacn stre ivgion 1 CU

- Mobile communications vans, having

access to th, commrcial telephone
system 1 CU!

" Access into state owned or leased
switched wire systems 1 P,

• Dial 'TV% service 7 TFly

Radio

LULULt LOX LO:

Alternate state E)C (RACES) T/R - voice

- EOCs of state CD subdivisions (re-
gions) (RACES) T/R - votce and RATI't

- NAOOM-2 T/R - vol't

* Two OU circuits to Federal Region if state population exceeds two

million (see reference 14).
+ T/R, :adiv tranz. 1,itter-receiver.

t RATT, radio teletype circuit.
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Table 5 (continued)

Materiel Item Mini um (Unit Basis)

- State agencies radio network (ac-

cess into)

- Fire nets (intercity, statewide,

and national) T/R - voice

- State police or highway patrol net '/R - voice

- Intercity law enforcement (state-

wide net) T/R - voice per net

- Forestry, highway, conservation,

water resources, etc.5 nets

- State common user microwave or

switched radio networks T/R

- Special state owned and operated

emergency networks T/R

- Commercial telephone-radio service T/R

- Federal region EOC, and adjacent

states' EOCs T/R - voice and RATT

- EBS network (access to) T/R - voice

- Operations office, local airport T/R - voice

- Senior military Hq in state 6  T/R - voice

Alternate State EOC

- Radio access into same nets as

state primary EOC T/R - votce and RATT
7

Miscellaneous

Back up electric power (at primary EOC,

alternate EOC) 1

Reserve fuel storage 1

Optional items 7

2. State CD Subdivision (Region)

Wire Communications Minimum .Unit Basis)

Switchboard in EOC1  1

7Titzpivute and teletype lines

* Region EOC to:

- Alternate CD Region EOC (if any)2  2 CU

- State EOC (primary and alternate) 2  PL, I or CU,* I TTY

* 2 CU circuits are required if the population of the ;tate regiPn exc-,ods

2 million.
1 4
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Ma t Ir I n- mr>(T a

Nt- Narc.- xarniin~z punrt (NAWAS and

,t ate warning strn)

-Ke v CD )f f i -ia 1s 3 pe r CD Region
Adminis trator 1 1)1, (-L

*- Other kev officials 1 CU

- EBS statio-n acccuss, I PL.

- U.S. Weather Bureau Rawin St~ t ion 4

(if in the region) 1 CU, 1 TT N

- Federa! government agencies repre-
sented 1 CU

- Seniori military bases in region 1 ('U

- Sen io r reporting center, telephone
company. in region 1 PL, I CUT

- Poiblic utilities service
ce n t tis I cu

Elvctricitv and( gas, 1IT.

- imoilg-ey ini cM Ionsl evnt (hain

(RAF)CS) I Pl. iC



Table 5 (continued)

Materiel Item Minimum (I' At Basis)

- State depa nental radio networks
(access into) T'R voice per net

Fire (intercity) net

State police or highway police
net

Intercity law enforcement (state-
wide) net

Forestry, high'.ay, conservation.
water res.,irces, etc.5 nets

- EBS network (access into) T/R- voice

- State primary and alterrate EOC
(RACES) (and EOCs of adjacent re-
gions) T/R- voice and RATT

- Major military installations in
region T/R - voice

Miscellaneous
7

Backup electric power (at EOC)

Reserve fuel storage

Notes:

1. The switchboard should have a sufficient number of drops to provide
at least for the following:

a. Subscribers in the EOC

0 CD Director - two telephones

8 CD Emergency Council - one telephone

a Each functional staff section - one telephone

* Each senior representative of the public safety or o her

operating state department represented in the resour es and
management grouping - one telephone
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Table 5 (continued)

e Each senior repre.ientative of each federal covernment agency
represented -- one telephone

4 Each senior representative of major industries, puolic utilities

or CD-supporting agency represented - one telephone

4 Each telephone and radio operator position in the Communications
Center - one telephone

* The message center -. one telephone

M The EBS radio announcer (if present) - one telephone

b. Trunk circuits from the MC

0 Each private line to other agencies -. one circuit terminal

0 To the telephone central office(s) serving the EOC - one circuit
terminal for each feur common user telephone terminals in the

EOC

The switchboard may be a rvirioally operated, or be an automatic board
with one operator for information or private line switching services.

2. The .'ternative state OC need not have a switchboard. However, -t
should have subscriber terninals in the main EOC switchboard, and
common-usLg subscriber lines to the nearest commercial central of-
fice. The number of these terinals and lines should be the total

of the following: one for the EOC functional staff, plus one each

for representatives plann(.d to be present in the alternate FOC:
the resources management and operations management state agenc-es,

operating federal g.)vernment departments, and CD-suppor ng industrial
and private organizations; teletype circuits to the state regional

EOCs, federal regional EOC, and U.S. Weather Bureau Ra%,in stations,
and PL and CU circuits for access to local and state telephone company

service centers and other public utility emergency operafions and
service center-.

3. Key CD officials include the Governor, CD Director, members of the

CD council, EOC staff section heads, senior executives of state
departmer's (especially of the public safety and other operating
departments), senior representatives of the resources and manage-
ment groups, designated representatives of major industries, state-

wide public utilities (especially of the telephone company), ana
"D-supporting agencies and volunteer and EOC personnel organizations
listed in the Emergency Alert list at the EOC, and in the Communica-

tions SOP. I Pl, should bQ provided from the EOC In the Governor

and another to the State CD Director. To alert all other officials,
all available C' telephone and radio facilities in the EOC should
be used.
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5~H 3(en1dd

CL a ri TT Y ir, ct f, rcu t V S. ea hr Pi r I R aW in s t ation ns
t-'i i t.11 ~-t k (s,-,, FCI)G, Pa- E, Ch 3,i.-r 6, fo-r locations).

fIs'i inlcid, i s nc-) all1 statewide radio netw'orks operated by
ir.oai s !. -~ , dgetlc .Os.

i'or~fc i.i t e providied ',v The mil i tarY service.

,.clireu includes the ontionail supplementrirv faci1lities and

,-rvic es desv i bhed in pages )2-3.1, reference .1.
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Concerning the numher of circuits required, the basic

premim as described on page 28, was the requirement

that the system be able to transmit FLASH messages

jwithin acceptable delay pprinds (grade of service)--

which in the case of the state, should not exceed 1 min

12 seconds for any one Emergency FLASH report. Con-

sideration is given also to the circuits required for

the expeditious movement of large volumes of less urgent

traffic, as indicated in reference 14.

Table t. correlates the FLASH message traffic and the cir-

cuits required. It gives a summary of the FLASH messages

~ generated during the trans- and postattack phases coming

into or out of the state and state region EOCs; message

routings; the communications systems normally used in each

case; the numbers and types of telephone circuits, and

RACES stations required to assure the desired grade of
service, and probable message incidence. In any one FLASH

message situation, it will be noted that the greatest

number and types of circuits for the grade of service re-

quired, does not exceed that listed in Table 5.

Figures 3 and 4 depict schematically the minimum number of

landline circuiit and radio station requirements between the

state EOC, the State Region EOC, and the agencies and ele-

ments with which they must communicate for effective and

timely CD communications. The minimum number of circuits

and stations depicted in Figures 3 and 4 are the same as

those listed in Table 5.

(3) Special Considerations

The alternative or optional items, RACES network items, and

coordination with FCC for approval of radio networks and
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their emergency utilization, that were reviewed in the pre-

vious paragraphs for the county,* are equally applicable

to !he Statc and its CD subdivisions.

(4) Requirements Summary

After the unit requirements have been determined on the

basis of grade of service, system su-'vivability, and op-

tional augmentations, an over all summary is made of major

items of equipment, circuits, and installations. The total

requirements minus the items on hand indicate the additional

number required to achieve the desired level of readiness

in materiel.

Step 6: Prepare uommunications Plans and Procedures

Communi cations plans and procedures are essential elements of communi-

cat ions requirements.

CommNunications plans and SOPs generallY cover obiectives. policies,

and principles; organization roles and responsibilities; and provisions

for communications personnel and operating procedures.

To assure integratioti, compatibility, and effective inlertace of con-

munications operations among all .ements, these plans and SOPS Must be

prepared in close coordination with and cooperation among the designated

Director for Civ'il Defense, the Chiefs Of tHIV public safety departments

Or services (fire, law, enforcement, public works) and Other participating

department., and agencies, as well as CI-supporting agencies including the

etlephone companyv, puib 1ic ut iiit i s. andn t her cou rc cal and volunteer

agencIVS).

a. (.Ci~i Deftense Communications Plan for' CountN 01or State

The CD) Commun icat ions p1lan mayN appear as anl annex to the Basic CD)

ope raitions p1lan, or as a separate cor relIat ed support inc, pl an The tformat

of' th Ic(oiiimul i cat lonls p1 a' mlav vairN from coiAn t to coctn!'N and state to
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state, but certain essential elements should appear in all. Generally,

the county CD plan uses the same format as that of the state, and often

the municipal CD plans or annexes do also. Appendix B of this report pre-

sents a format and indicates the contents of a county or state CD commu-

nications plan. The communication planning for the state CD subdivision

(e.g., mutual aid region) is included in the state communications plan.

b. Standard Operating Procedures (SOPs)

Standard operating procedures for communications are an essential

adjunct to communications plans. They cover procedural details pertaining

to the operations of the various elements of the CD communication systems.

No attempt is made in this text to present a model SOP. An example of the

format for a communications SOD is given in Appendix C, reference 4. The

items contained in con, municatioits SOPs include the following:

* Increased readiness conditions, and actions to be taken by commu-

nications agencies staffs and ptroonnel at each condition level,*

at respective EOCs in other CD co~munications installations and

facilit'es.

* Index of radio call signs, networks and frequencies of all radio

networks, (government, RACES, etc ) to be employed in CD operations.

• RACES Radio voice procedures, radio teletvpe procedures.

* Q signals, l(-Code prosigns signals.

• Definition of bells-and-lights alerting and readiness conditions

signals; definition of federal attack warning signals.

" Approved message formats including NUDET, RADEF, Emergency, Re-

sources status message forms.

• Telephone CD directory, listing intra-office and inter-agency tel,-

phone numbers for CD-EOCs and other CD-associated agencies' staff

elements and key CD it,,ividtals

* Descriptions of increased readiness actions are gixen in Part G, Chap 5.

Federal Civil Defense Guide, July 1957
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" Alc1rtin;, call-up list, indicating sequence of individuals to be

ca:l2i from the EOC upon receipt of change of readiness conditions

or attack warning.

• Teletype calls signs for TWX service if this teletype service is

available at the EOC.

" Telephone circuit and facilities call--u' list upon increased

readiness conditions: includes private Line and common user cir-

cuits, switchboard, and handsets to be provided by the telephone

company as planned.

* Circuit restoration priority list, in event of circuit damage.

* Emergency assignment list of portable RACES radio sets,

" Emergency list arid location of radio-equipped vehicles

of the puLb:. qpfetx, and other participating services.

* Lists of telephone numbers and circuits to be placed on Essen-

tial Category (Category A) in event of line load control.

• hoSt(IcrS Of CoMMnllicationlS personnel, their emergency assignmen ts,

anad bIusiness arid home telep hone numbers :i event of increased

readi ness condi t ions.

" (eographi c lot on .'code.

S ['ev t codes; a Tihor'rized abbr, rationi,.

* clOemat ic diiagrams of state or 01 -)nelt or oper tred radio

and 4 ir at' t torks t ha are plIrIoed tO he 'sed heii" lag I,1K t eT.';r-

k otoce ( rit 1, aid tuletpilOrio) messago, I ransmissions procedures,

M MesSage p(ocedures and t imv standa rds; nor-Inal messa;:e rout lig

for %az iuus t)pvs ()I f rss-'gvs.

• ~ I.\SIl message hanidlijig; circkuit lr,,-p~ i +
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Communications discipline provisions; authorized sy-em operators

or users.

General emergency instructions to the pu')lic conce-ng nonuse of

telephones, and listening to EBS transmi,;sions.

C. General Planning Provisions

Because of the important role of the commercial telephl e system in

support of CD operations, coordination must be azhieved bet,:en the CD

communications planners and representati,:zs of tie telephon, company. An

example of the emergency capability of the telephione compan and coordinated

CD planning requirements is given in Appendix D, Reference

The preparation of communications plans anc SOPs is cc-ducted coin-

cidentally with the determination of communications materih requirements

because of their interrelationship.

Communications plans ar~d SOPs may be publi..hed es separate te-cts and

in large quantity for distributior to all CD agencies and in3tallations;

key civil officials; commercial agencies involvcd in CD operations or com-

munications; county and sthte government officer, departments, and sub--

divisions that may be involved in CD matters; v(lunteer agencies; all

potential operating personnel; and subordinate cand highenr CD headquarturs.

They should be used in peacetime for reference cnd guidance, for indoctri-

nation of personnel, and as texts for emergency communikations training.

Parts of the CD conmmunications plan may be extrzcted ve bati-a and included

in the SOPs so that the latter is a complete te.-t for is 3tru.2tion purposes.
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I V PROGRAM DEX'ELOPNENJ

Ttic ma mr de:i s inns to bt. mat~de by the senior e~xew-7t le andi legisla -

tIve echelons o)f the vanl overnment A~ith rcspect to implemtentat ioi ol

CD) communications requiremen--rts will primarilY concern (1) option cate-

gory dec iIono determi nr d on the basis of the grade of se-rvice desired,

(2) the priori t in Ahich elemtt ,s of the prograim are, to be implement d,

and1c (J) fur'ds to be allocaltd.

Ste;) 7: Implement at ion ()I Program Fo)rinulat ion

lin general, t.he Cl) agency or elemy' nit of the state or county government,

In Coa raInd ion ~r~hthe fiscal and budget iiiv- Sions , prepatres the (1) pro-

igram>. tt he udvi n n gniso he st at r coutty governme nt

t r ,ia v , be nc 1 Vt.- ! i c I i I de fense" ar I''consulIt '1 conce rn n lg thec r needs

I h T' r imUM 1 ,1 intrmed iate 'Iand "Int iMUM rcclu Irettie it s plus4 ain. ies i red sup-

p1'e i a rv eoirwimii Ii - ion 015 qu I pmrt':it Ina% t hct 1), t Abu a It t I a !I d v t ceI

I,~ Ie ,It Itr - ~ , 1 satrc ;) I I'.k" asrl1 taiig atnd !1.a1 intenance en-tt>

011 th ha-i ot fthe 1 pr bI b 1 ci 1i lit ) 1 linds a1 ph~ sed progr. , i-

lIdn t .1 tit i e Artit! rtc mt nidt-d prior11*- t i 1 1 i impemn a It I,,

I og"* i~it I, akI pprp I t - 'u~ I t ct i n : )!Ip z: of)!

4: u' ,r Ir-~r !o.a s I Ir I 11 prIt aIim 1 aIt lint~' t te t i~.

4n 1"! 1m t, pr e I 47 I.- n ~ I I.>>. I h, N c r- pq "Tnt' 1 .The p2- ram

h-cl p"r'-- ' , I .~- :-- ! ...- ,n .pcd a. .b '' ; e iA I

it 2e- :: ,o. 1 p i '-IMn Ag n . 1 i I rr-r 1. t .1 T111 t-f h ) pn' -



Appendix A

CHECK LIST FOR THE DETERMINATION AND

IMPLEMENTATION OF COMMUNICATIONS REQUIREMENTS

CHECK

1. Review potential threat

2. Review emergency organization for civil defense

3. Review the concept of civil defense; civil defense

doctrine (published or stated); and official CD

policies, plans, and SOi,'s

4. Review current CD communication doctrine; draft needlines

5. Review existing communications resources and assess

their vulnerability to nuclear attack:

a. Materiel resources

1). Personnel resources

c. Communications plans and SOPs; civic support,

provisions for coordination in the use of county-

owned, state-owned, and commercial communications

6. Derive communications materiel requirements

a. Establish basis for requirements:

(1) Determine general CD communications subsystems

required by correlation with organization, concept

of operations, and contemplated employment of

existing communications

(2) Determine or postulate acceptable grades of

service for the emergency communications

sys tens
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(3) Determine general requirements for increasing

survivability

b. Determine needs, inadequacies, and agumentat~ons

required (in terms of circuits, networks, instal-

lations, type of equipment, and survivability

measures) for the following systems:

(1) Warning systems communications

* Access to federal and state warning

systems

* County to city

(2) Public safety and other county or state

operating services communications systems

(to support the operations of the various

emergency functions)

(3) Linkage from county or state and subdivision

EOCs to key individuals a(.d CD-supporting

agencies and services

(4) Linkage from county, state, or state sub-

division EOCs to

0 Higher headquarters

0 Adjacent county or state EOCs

0 Alternate county or state FOCs

(5) Linkage to EBS station(s) or network

(6) RACES, and other amateur and citizen band

emergency networks (as planned)

(7) EOC internal communications facilities

c. Tabulate requirements for systems, circuits, and

equipment for:

(1) Basic minimum system

(2) Intermediate system (in the case of the

county
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(3) Optimum system (in the case of the county)

(4) Optional additions for improved service

and survivability

d. Determine feasible additional circuits, equipment,

and facilities based on needs, funding availability,

and judgment factors.

7. Prepare CD communications doC 'rine

a. CD communications plans or communications annex

to basic operations plan

b. CD communications SOPs

c. Official instructions covering CD communications

organization, management staffing, responsibilities,

and training

8. Prepare program to provide or procur necessary circuits,

equipment, and facilities

a. Formulate program(s) for implementation

b, Determine costs

c. Submit program(s) to appropriate authorities

for approval and funding
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pe ndix B

CIVIL DEFENSE COMINICATIONS PLAN

The civil defense communications plan should include the following

elements.

Introduction

Purpose

The purpose of the communications plan. For instance, the plan may

be designed (1) to furnish information and guidance to all governmental,

commercial, private, and volunteer agencies and to the general public

concerning the availability and use of communications facilities and re-

sources to support civil defense operations during all phases of an emer-

gency situation; (2) to provide a basis for planning and implementing com-

municitions programs and measures in advance of an emergency; and (3) to

provide for maximum coordination in CD communications planning and opera-

tions among officials, higher headquarters, adjaccnt cntities, military

agencies, and any designated special CD agencies, local, state, or federal.

Scope. The subject matter covered in the plan. For example, the

subjects could be: (1) the organization, roles, and responsibilities of

the various communications elements and staffs in the CD oganization;

(2) the concepts, policies, and procedures for communications in support

of CD operations; (3) the mobilization, assignment, and training of com-

munications personnel for and during CD emergencies; and (4) communications

information and data to be kept on file.

Authorities and References

The b1isis authorization for the plan. This includes references to

federal, state, and county ordinances or official CD plans; and to ordi-

nances, resolutions, and other enactments that give the provisions of the

plan the force of law.
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Situation

A statement from the basic CD operations plan indicating the reason

for the communications plan. This statemeiit indicates in general terms

the nature of the threat to the community and to communications.

Mission

The peacetime and emergency communications missions of the designated

communications elements. This includes the responsibilities and tasks as-

signed to each element during each of the phases.

Organization and Functions

General. The general organization and functions of the departments

and agencies that are concerned with civil defense both in peacetime and

during the emergen~cy period. Chart diagrams of the CD organization of

the state, state subdivisions, and county, indicating command and coordi-

nation channels, may be included. This chart should include the designa-

tion of supporting organizations, e.g., military forces, American Red Cross,

or others.

Cuuimunications Systems

The communications systems and networks that will provide warning

and communications service during the emergency period and the agencies

to which they pertain (government, commerciaJ, private, and anateur).

The peacetime and emergency functions and utilization of these systems

are briefly described.

Communications charts and diagrams should be included to indicate

both the circuitry and the direction-and-contrul and coordination chan-

nels from the EOC to higher headquarters, adjacent ertities, military

units, state agencies, and other CD-supportlng agencies. These diagrams

should also depict the circuits and networks to be called up or activated

for the emergency period, together with call signs, frequencies, and

other identifying or descriptive material.
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Communications Organization and Functions During Peacetime

Identification of the chiefs and staffs of the agencies responsible

for peacetime CD communications operation, planning, training, and coor-

dination--and descriptions of their CD roles and responsibiliLies. These

agencies include the CD agency, tue Communications Department, the commu-

nications staffs of the public safety and other participating departments

(e.g., fire, police, public works), and elements of commercial auid private

organizations (e.g., telephone comoany, public utilities, water works,

private ambulance services), which are concerned with communications co-

ordination ad emergency planning.

Examples of tasks of the communications elerents of a peacetime CD

agency are:

Prepare emergency communications plans and SOPs, coordinating

with other departments, public utilities, the telephone company,

the EBS network or station, taxicab and other private agencies

as appropriate, and higher CD headquarters.

0 Develop requirements programs and budgets, and procure approved

items of communications equipment.

Arrange for installation and rental of private lines and other

communications services; maintain and operate, or test periodi-

call%, existing emergency equipment and circuits.

O Prepare and distribute information to the public concerning

warning and appropriate com,nunications procedures.

* M aintain files on communicat ions personnel resources and assign-

imetitts, and on cOmmuni ca ituns material resoL, rces and locations.

" RecrUit and train volunteer commrunicatlons personnel (i.e.,

LRACES and other radio amateurs) as well as designated city em-

ploYees in CI) communications procedures and operations; conduct

C) comMunica tions exercises.

CommniLlcations plans for using amateur, or government-owned, and cer-
taii commercial radio systems in C) operations, together with appli-

cations for aci horization to operate stations, mus, be submitted to
FCC as prescribed in FCC Rules and Regula tions.
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Communications Organization and Functions During a CD Emergency

1. The emergency communications organization. This includes:

0 The Communications and Warning Section, located in the EOC

and alternate EOC.

0 The Operating Communications Section in the EOC and alternate

EOC, which may consist of message center personnel, and switch-

board, radio, and telephone operators.

* Communications Sections of the police, fire, engineering, and

other Emergency Services; and other operating departmental

networks located in the EOC.

* Representatives of the telephone company and public utili-

ties located in the EOC, who are attached to, or coordinate

with, the Communications and Warning Section during the

emergency period.

• Representatives (announcers) of the EBS station or network

aL the EOC.

Assignments of communications chiefs and staffs, telephone

and radio (RACES) operators, and maintenance personnel at

subordinate system echelons (e.g., alternate EoCs or mobile

communications centers, if any.)

2. The emergency roles and responstbilities of communications ele-

ments. These include the assigned roleq and responsibilities of

(a) the Director for Communications at the EOC, (b) the chiefs

of the communications sections of the Emergency So.rvices and

other operating departments.

The role and responsibilities of the Director for Communications

might include:

* Supervising operation of all communications systems.

* Conducting the EOC and alternate EOC communications and mes-

sage center operations.
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* Alerting and warning of CD emergency elements and agencies and

key officials.

* Achieving technical and ope-ational coordination with representa-

tives of CD-supporting communications organizations and elements

(telephone company and public utilities representatives).

" Maintaining data on the operational status of the communications

systems; informing the Director for Civil Defense concerning sys-

tem capabilities deficiencies, and damage; and making recommen-

dations as appropriate.

* Supervising atid .. ;Luring (a) the adherence to communications dis-

cipline, and the use of operaLional and technical controls; (b) ex-

peditious movement of traffic; and (c) periodic testing of the

system for operability.

# Coordinating %ith other staff sections and with higher aut 'or-

ity concerning communications matters or assistance required.

" Formulating plans for the emergency restoration of damnaged commu-

n icat ions.

" lieassigning communica tions personnel as required

The chiefs of communicat ions elt - ts of the Emergency Services and

other operating department communications systems might be responsible for:

" Observance of c-ommunications discipline and prescribed procedures

(SOPs).

" T!je expeditious movement of communicatlons traffic.

Continuous manning of their communications facilitirk s.

* Maintenance and repair of their equipments.

• Progrtvs rports t'.' their .vtvdquarter- i,-r directors or mainagers on

tl' Nlt tkl. ,"! communi(a1 t ions..

* "Chdulv if (' oIlm tru'io.' personnel as ava iablu and ,'% required

fr 2.,r-hoir v. ter, ,,o r'rt ion dutring the virergency perto
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that are integrated into the city emergency organization; auxili-

aries; volunteers; and persons impressed into service.

" The sources for communica tions personnel will he: employees of

the communications department, and of the fire, police, public

works, and other specified departments, volunteer RACES ard other

amateur and citizens band radio operators; operators of privately

owned and commercial radio-equipped vehicles, and uf base radio

stations of CD-supporting companies.

" The Director for Civil Defense of the city may be subject to the

authority of the county CD Director during a war-caused state of

extreme emergency, in accordance with the terms of a joint-powers

agreement among the county and the several cities %ithin the

county, or as directed by the state. This relationship sh~juld

be clearly defined.

* Coordination for the provision of interface CD communications

among city, county, state subdivision, state, and other designated

CD agencies kill be established in pea,,etime to assure timely anidI reliable communicationis during an emergency period,

General and Technical Informati. i

Information of a genieral oi technical nature, inc(luding:

1. Organizatiunal and layout diagrams of lthe FO alt trnate F;X

public safetyv aid o ther operati Ing serv ices, an~d CD-s uppor t ig

agencies; the diagratrs %ill indicate Ielepho,,e. radio and tele-

type termxinals, stitchNoaru, etc.

2. Maps or oyerlavs showinrg the locati ons of t ho Y. iX alicrnn!e

FOC, headquarters or units of the public _af'rt, and 1t her openit-

ing services, EUS station, telephonec cenitral offkces, anid unier-

Rency ser~ ice cen tvrs of tn1e tt' lptione companY, P bi Ut li

and other CI-supporting organiz~ations.

*This way be includ'pd in either the Communications Plan or SOP or both
to assist comunir. 'ions chiefs and operatin~g personnel.

140



3. Reference to Communications Standard Operating instructions (SOPs):

and to prescribed Readiness Conditions.

Direction and Control

A clear statement (supported by explanatory diagrams) of t:.e CD

emergency directlon-end-control str ,:ture, command and coordination re-

lationships, and command channels from the governor of the state down to

:he Director for Civil Defense of the community.

Communication and Emerge;.t<y Operation-, Centers Locations

* The titles and geograp.iic locations of the pepcetime headquarters:

- State: EOC and alternate 'OC s of the federal region, state,

state CD subdivisions.

- Cuuntv: IFOC and alternate EOCs of the pertinent state CD sub-

division count%-, and its municipalities.

Si C chain of suc:ess ion of direc tion and control in the event

the sti-te EO-'; are (- St roV,'d 01 cAl of COMmU:n onS,
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